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R~ # * {oF ¥ (The National Archives and Records Administration serves

American democracy by safeguarding and preserving the records of our
Government, ensuring that the people can discover, use, and learn from this
documentary heritage. We ensure continuing access to the essential documentation
of the rights of American citizens and the actions of their government. We support

democracy, promote civic education, and facilitate historical understanding of our

national experience) -
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Lo ditantd » R FRSNIIHFEZ P ¢ W Reth % (As the
nation's record keeper, it is our vision that all Americans will understand the vital

role records play in a democracy, and their own personal stake in the National

Archives. Our holdings and diverse programs will be available to more people than
30



ever before through modern technology and dynamic partnerships)

e BEEERA § EN ) ERE

FIhE T 2 E 01998 E B nie (T T T 3 4% 2 & (Electronic Records
Archives » ERA) :*4 "ERA SR S EF # F i TR E G5 L faupil«

2 8 AT AT R T E MR TS T 2 F i g

Ps R AR RAIRT

‘4\1-

P -
a3

=R e 1745 ¢ (Federal partners) » 3 &

£ s fesed sl

7

T3 M%) 8§ e

PSSR AN Al R ESe - L= RN

Bt e ki

Ot R AE R AL ROT T AR AR E- - R 2 F

ST L RO

AP RN N ERAEIFRA RS TE A

(NARA records center system) ¥ 97 <+ 4%

B

AP} AT RS RR S 7 SRR T 2R Ry

2

FE AL .

31



GEBAEEL GEP Y > AP T AR FF A R M

AP - d et 1 E B % 4 (stakeholders) 2 fg B £ eh i

BT R S B AR PR R @R w4 o

14

h

3 B2 2R

1~ 7204 % 2 (Federal Records Act)

2~ FURRIA N Hgip 2 (Government Paperwork Elimination Act)
3+ F 3 p d ;= (Freedom of Information Act)

4 ~ % 4% (Privacy Act)

5 # =Rz 35 7| (Federal Rules of Evidence)

6 if

bl

A-130)

7 ~ Clinger-Cohen ;% % (Clinger-Cohen Act)

8 ~ 2002 & § + Fe iz (E-Government Act of 2002)

<2
=
A~

I CRE £

¥ # 1@ & 2] (Office of Management and Budget (OMB) Circular

7ok k& © National Archives and Records Administration (2007), Basic

Electronic Records management, Instructor Guide, June, pp. 2-18.
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A FREERER

FRMEAL BB E NARA Z Fenbd % > 4o B ©

Identify practical Responsibilities
needs for records | HBHEELARFSR K
= Records Creator
] | Organize records to NARA
— | meet practical needs | HERFERE

[ |

1| Determine how long to keep

records for practical needs | WERERG{VERT

=

|

Determine if records should be
kept after practical needs are met

@ EES 2 @ @
{ Create KEZZ& Dispose of Transfer to H Preserve ]
records eoiiis records § archives L records

e
g P ' (ibestoy
"| records

LS
W22 HFAZPMEEIMAMEL EFNARDAAFZ PP 2 MG

FRMBANFR: VLR EBHM R Y 2R TG g RS

70302005 # 12 7 15 p g # T mpsn b E ok Ah %k F = & (Federal Enterprise
Architecture Records Management Profile) » 4 & ¢ P sm B 2nql 4 0 Jf % L ¢ 32
LB TR B AR 2 & 49 (Records Life Cycle)® e7 5 4% » fid P A
AAFFRGORELBRAR AR R R B B R AR L4
e A R EERT R AT > NERIHETSRBET > £ &g 4

B4

Bdh %k ¥ 2% & (Records Management Profile » RM Profile)® p' 3712 ™ 4 &

P
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~ IR R (FEA) RS A B IR Rt e g o

ARIES RS Rkl S SR B A Jai Eart it
3 X ABHT AL R SEE R FEMERPOARFEL S Y

4. Lmg g EEBFEA)TE - BHE A PSS F TR -

S Hh % # T2 % & (RM Profile)# #5854 Bat i i B2 fpec 3§

(- )% i %% #;5% (Business Reference Model - BRM)

CRGIP S I S L ) B IO R RoenpR 3 (Services for
Citizens) ~ @ £.4 7% (Mode of Delivery) ~ PR7% @ vf 75t 32 (Support
Delivery of Services) ~ #x /i3 ik <5 22 (Management of Government

Resources) -
(= )PRAxJ 2 4% 53¢ (Service Component Reference Model » SRM)

PRARR 2 SN R T A A B T e RS B FIRI
[l © % = PR4% 4~ Fl(Customer Services Domain) ~ ix 42 f & 1 PR3 §~ ]
(Process Automation Services Domain) ~ & & 32 JR 4% §= [l (Business
Management Services Domain) ~ #ci> 7 & FR 7% = [Fl (Digital Asset

Services Domain) ~ ¥ i& 4 47 PRi% & [F] (Business Analytical Services
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Domain) ~ & =4 PR4% 4= [l (Back Office Services Domain) ~ & 4% PR3 4=

¥l (Support Services Domain) -

2.

(= )# 4 %% #35 #55¢ (Technical Reference Model » TRM)

\\

7

YN LR Ay EIRAE R B 0T F 0 RO R iR
WP BRL S 2§ 4 BIRIAER R Bl 1 RIE A
3B s L B JRAET SeAAAH S DR AL ET S
AAED TR T K AR LRI A PR R e
PR RARA G EEEL LA AN N PIREE L g T & D
B~ 32 R Bem P o PR F AL RIS E

-

=
=
=hf
oy
i
W

TN FAR O ARBL g DI ERY o

(=) F# %3 #i5* (Data Reference Model » DRM)

BN G F RO BAR PR FRAS S P BT AP R
e o FH AN R AR EE - R PTA S R AER T

FAeFAZ RETEA B P e 3 3 d s 24850 Haha

o FRATHS TG - BiEE o ki 3 BAADREL B R
7 #L 4 % (Categorization of Data) - 7 4L 4 % (Exchange of Data) ~ 75

$# it (Structure of Data) -

(7 )& »x %4 5" (Performance Reference Model - PRM)
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GrefEE e FABLR MR RFER ERFE ERSE D R

e
Cﬁ‘.
A
e
J(L,

Gk TSR D RREHE T IRESE R S R

frgds 1 Rl TR LA S G B T R

|
PIRS
o
?\135—
v

(Industry Advisory Council, IAC)#1#% ! 1T + fh % F 2

=

\

(The Use of Metrics in Electronic Records Management System) » & 3%

B

11 78 g8 &8  pRA% 7% B~ (Access to Services) ~ I 7x 1+ (Accuracy)
% £ (Capacity) - »z 3 (Efficiency) -+ 4 (Participation) ~ 4 # +

(Productivity) - #% fc# % (Search and Retrieval) ~ % s£(System)

* % & & (User Satisfaction) ~ & * ¢ (Utilization) ~ & i {2(Legal) -

VY

>

%2-1 FRTFMNFFECAFEREREG

Measurement Capture Capture Capture Comments
|___Category Metric Method Medium Burden
Access to Hours of operation Manual Periodic Low Almost certainly greatly
Services audit improved with automation
Access Points Automated System Low Almost certainly greatly
improved with automation
Accuracy Percentage of records Manual Periodic High Measure of quality
correctly declared audit
Percentage of records Manual Periodic High Measure of quality
correctly classified audit
Capacity Size of holdings, i.e., Automated System Low No indication of quality

number of records
(possibly by record

ype)
Efficiency Ease of performing Manual Survey High Purely subjective but indicative
daily tasks of success and acceptance of
ERM
Participation Number of seats Automated | System Low No indication of quality
Number of people Manual Live Medium Indicative of acceptance of
declaring records Oversight system
Number of people Manual Live Medium Indicative of acceptance of
classifying records Oversight system
Number of people Manual Live Medium Indicative of acceptance of
retrieving records Oversight system
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‘ﬂu\

s
7% 4

Mz AR e

\Vocabulary) |

AL R P

Tﬂli};

EY

3T ___:3 o

]l,Lfy

EELE

¢ 4 DoD 5015.2 ~ RMSCs ~ 15015489 -
7 E REIRE ISO5127 Fi s 2t —i f

Fan

"

Productivity Number of requests Automated System Low forone | Difficult to measure enterprise-
processed per week system; High wide across multiple
across processes; may only be useful
enterprise as a sampling metric, e.g., for
FOIA requests only
Search and System search time Automated System Low No indication of quality
Retrieval System retrieval time Automated System Low No indication of quality
Number of successful | Automated System Low Difficult to interpret; returned
searches result is not necessarily desired
result
Number of search Automated System Low Indicator of complexity and
indexes therefore ease of use
Number of Automated System Low Indicator of complexity and
classification therefore ease of use
- categories -
System Throughput, i.e., Automated System Low Measures IT performance, not
transactions per hour success of ERM
or per unit of time
Response time, i.e., Automated System Low Measures IT performance, not
time to retrieve a success of ERM
record
Availability, i.e., system | Automated System Low Measures IT performance, not
uptime success of ERM
User User satisfaction rating Manual Survey High Nearly universal metric for
Satisfaction ERM exemplars
Utilization Number of people Automated System Low Indicative of acceptance of
retrieving records system; no indication of
success or satisfaction
Virtual Visitors Automated System Low Indicative of acceptance of
system; no indication of
success or satisfaction
Legal Numbers and types of Semi- System Medium Measure of accuracy and
process violations that | Automatic quality of the ERM processes
are caught, missed, with potential legal weight,
and/or are attempted significance, and bearing
Fraction of the Semi- System | Medium-High | Indicative of the quality of the
inventory of electronic | Automatic processes and services
records within an ERM provided within an ERM system
system that is in the
wrong state
> R Y z g %,
M AEATR R RO P RATIR R
R

SLpF > AR

BN

;‘

. 1S015489 *

% (Information and documentation --

~ F FR P ERE AR DoD 5015.2-STD (Department of Defense Rule

software, RMAS) e#4 it F Fodk o)

5015.2-STD) : & 4% # =& * # 1 (Records Management Application

37
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FRS AR EOFLE ¥ LR S NARA S R ¢
LIESH EE A

N
e
S
e}

< B TLPR7% ~ % (Records Management Service Components » RMSCs)

%t % § T245 2 1SO 15489
fh R F R RGN AT AR R R BAE R L A

FIZ BIPER R Y R A T EMI ARSI R AR - { ER2 T Ex A

mIEH A BT E AU B 2 & i P (System Development Life Cycle >

l

SDLC) #ph % 3T F RS &2 s i B4 hikP ¢ bk Bragd Lhot ocd

Concept
Requi
Definition =
Preliminary Detailed
Records Design Design
Officer D
broughtinto } | | Systems) I ion &
the system Requirements Records System Test
design Document  Officer s 7 Deploy
containing all signature as '"C'”‘["e? 't“ & Acceptance
records- stakeholder on project status P
3 X included in Records 9
Preliminai meetings s
r hismacn t Design i as project status Officer has seliement &
equirements Dot needed meetings reviewed
incorporating included in
schedule requirements project status Records
created or meetings records- Officer
discussion related signature on
initiated D"af;;%"?ms concerns the shut<down
oL :’ ; Officer forwarded to documentation
prepare signature as Records certifying all
stakeholder on Officer records
Officer Systems Test for .management
Signature as Report action concems have
Stakehoider on been addressed|
Records
Investment Officer
signature on

Proposal
summary

project review
certification

document(s)
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#eth s foF 4 R (Records Officer) > y0re ik S B 5 iv 53 L 4 0

PR

o

™
o

faam oo IR

EL

|
o
17,
I
(ﬂ}
;&g-\
E R
e
ol
=
AN
3
=
S
>l
A
)
e
T
b
\_
™

B & 2k Bipl i (Integration and System Test) © A% % ¥ JZ At P e

2P AR ALI P EAD RN FRLE X R

Penf kg SR TSR S F I B AR P AR

& Fe = 22 R # 14 B2 (System Retirement and Rollover): #% % £ # + B #&

g\}

st F AT G cng R AT % A

MK B RO GLE M A BRI R B RAES 2



APz BREE AT B om 2 WEMII ARSI AR - L T %
4 i A Rtk Sug B 4 & 3 8P (System Development Life Cycle » SDLC) »
RAh R P RZTREEN AP RS 6P Y F BIFEA £ e RS
Fhdens N o g4 Sk 5 = BRAE D A4 & W B (creation or receipt) ~ &
# 2 i * (maintenance and use) ~ 72 (disposition)(# 7 4 & hdl Aok A B3

) 4o B FToT o

|@®

- =

T

FKASRAF
{(Permanent)
EESRHE FEEEEEA Al
£ (creation {maintenance {disposition)
or receipt) and use)

EIHRTT
(Temporary)

$RERA T FHhE L - har 4ol 25 B hE 2 e L T3 HhE L
BTG PR IR AR T 201 & n
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ERA System Functions that will be available

for each Increment

2006 2007

Increment 1
+ Foundational system for ERA

+ Functioning Archives with
Bitstream Preservation

« Disposition Agreements and
Scheduling

. ln mal Appraisal and Preservation

’ Unclassnf ied and Sensitive Dala %-';-h-y

Bl 2-5 #®ERA R+

CERT bR

the Web)

2008 2009 9% '_
/
Increment § A
« Redaction 7/ Prosorvastion
7 and Capacky
« Arrangements 7
5 7 yerementd
Prgsabrvauon and, 7 Waservationand
Capacity 7/ Capaciy
7
Increment 2 /

+ Search and Preservation Fram::)\6rk>
+ Collaboration with Agencne;
+ Content Search /
+ FOIA Processing ~
» Authenticity Check’
+ Preservation Assessment
+ Initial Digital Adapters
« Full Appraisal and Preservation Plans
+ ClasSified Data

LEE g id

51 (NARA Electronic Records Management Guidance on

FRTFHHFERAPM I 7 4o

1- EEP,K‘% 194’3_? -—,;

%’K%Aub‘ﬁ _‘,:l b’#‘ J’:lFF’

System(FDMS) FAQ - # 8 B & #-4 & 44 % %

,:4,—» N 7 -~
ﬁ_,""*%.ﬁ%'/g“l?

% £
S8 .?VD EE:*

tpil A AL T+ R S R H41373:+ % (This FAQ provides

%L Federal Docket Management System (FDMS)

U R i%ﬁt* 1551 u?/_ b"i#k%i*%‘&

%7 & Federal Docket Management

- 2, L N 2 2R 2 Y 4
T o6 SUEE S BB Y LAR

guidance on managing and scheduling rulemaking records when agencies
convert from a paper-based recordkeeping system to the FDMS electronic
recordkeeping system. This guidance was produced in cooperation with

the E-Government eRulemaking Program.)
41



24
FJ

o

< 34 © http://www.archives.gov/records-mgmt/fags/fdms-faq.pdf

CEAOIVERE S SETRE S

http://knowledgenet.erulemaking.net/resourcecenter

Fh % ¥ 2% B Records Management Profile

TR HE TR B AL R B T2 B % 1.0 % Federal Enterprise Architecture

(FEA) Records Management Profile, version 1.0 - 7 5 2% 4% 4 7¢ 45 (FEA)
EAhE A MR - B ARG R

BRFEAREE R D BT R AR RS T kY

# (Establishing a Records Management (RM) Profile in the Federal

Enterprise Architecture (FEA) provides agency decision- makers with a
framework for incorporating statutory records management requirements

and sound records management principles seamlessly into agency work

processes, enterprise architectures, and information systems. )

=4
¥f

\\\Xy

FFH

http://www.archives.gov/records-mgmt/policy/rm-profile.html

TSR B T R P e g R4 4 Federal
Enterprise Architecture (FEA) Records Management Profile:Electronic

Records Management and Recordkeeping Requirements Checklists.

42



WE P HAFTIt S g3 NARA mie= B +5 4 0 P et BY 5 i
VHFRRERAT I HEERG fp o H Y E AR R S
# ¢ (These three checklists, developed in partnership with the

Department of Treasury, the Department of Interior, and NARA, are
designed to assist agencies in embedding records management and

electronic recordkeeping requirements into their business processes and

the Federal Enterprise Architecture program. )
P RBHRPI A FACT

G SLE 4 &33P B 5 £ Systems Development Life Cycle (SDLC)

checklist

T ARB &P T #4417 4 Capital Planning and Investment Control

(CPIC) checklist

¥ 8 AE3K 3 & % 4 Business Process Design (BPD) checklist

T H4h%EE 2 5 ERM E-Gov Initiative

ZRF AR BT MR E 2 2 % % 4 17 Recommended Practice:
Analysis of Lessons Learned for Enterprise-wide ERM Projects
ARG R EY DRI AR FREAFTE ISR F Y

w4 R P A7 R ehxeas (Analyzes the experience of managers who

have been involved in ERM projects, summarizing their accumulated

43



knowledge of factors that can promote successful implementation and

identifying the barriers that can impede the progress of enterprise-wide

installation. )

i

\\\?{r

=

¥
kJ

o

http://www.archives.gov/records-mgmt/policy/lessons-learned.html

ERF I FREFCPRET I IR A A nE
Recommended Practice: Developing and Implementing an

Enterprise-wide Electronic Records Management (ERM) Proof of

Concept Pilot
B* FAAKTEARDE RGP D TSR

PEA > H P a3 R F F gp B B84 (Applies
the principles and "best practices” of IT project management to a proof of

concept demonstration pilot for ERM whose purpose is to assess whether

the solution should be deployed agency-wide. )

>

¥

\\\Xy

FFH

http://www.archives.gov/records-mgmt/policy/pilot-guidance.html

dpal t 22— B RS T S A% B ILs I % 4 Guidance for

Building an Effective Enterprise-wide Electronic Records Management

(ERM) Governance Structure
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i%ii\;'g‘/r'/— P Itﬁi,ttz\-ﬂm'é‘.ﬁﬂ\;r.,_mﬂsb#gm\g—h
S HIEE BRI DR T s 112 dA L UIFIGIRS PR R
( Defines governance and its importance to the success of IT, the purpose

and function of that governance, how project-specific governance (such as
those instituted for enterprise-wide ERM) fits within and alongside other

established governance structures, and the risks attendant in the absence

of good governance. )

*

Sk

G2

http://www.archives.gov/records-mgmt/policy/governance-guidance.html

FRFIF TR ERET AR F R Recommended Practice:

Evaluating Commercial Off-the-Shelf (COTS) Electronic Records
Management (ERM) Applications

FRRFBH IR IR R FEBH A AT F > PR ET S

thE e g Ko £ 2 X4 5 (Summarizes the Environmental

Protection Agency's (EPA) experience identifying the COTS products that

would best meet the needs of agency staff for both Electronic Document

Management (EDM) and Electronic Records Management (ERM). )

\\\?'giy

Sk

Gl

http://www.archives.gov/records-mgmt/policy/cots-eval-guidance.html
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8-

TEIRE RS EL B R R RIS S i S
Guidance for Coordinating the Evaluation of Capital Planning and

Investment Control (CPIC) Proposals for ERM Applications
Fete— (A RBEMB AT F R TR AT EE LR TE N

LM ENT AR T ipF & (Provides a set of decision

points to help determine if office-specific ERM systems should be funded

independently or integrated with an agency's enterprise-wide ERM

system. )

>

¥

9

L FH

http://www.archives.gov/records-mgmt/policy/cpic-guidance.html

dpal DR ARR B RAp 8l 5 AT B LT K 255 Electronic
Records Management Guidance on Methodology for Determining

Agency-unique Requirements

Pl B R FERE CEPMPF LI AF RSB I S AR
12 % sl (Provides a step-by-step approach to identifying and
defining agency specific system requirements as building blocks for

agency ERM systems. )

21
¥f

o

Sk

http://www.archives.gov/records-mgmt/policy/requirements-guidance.htm
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o

10 ~ & & T3t ¢ AL Electronic Information Management Standards -

DoD 5015.2

DoD Standard 5015.2 3%~ 7

http://jitc.fhu.disa.mil/recmgt/standards.html

Bl 7k T~ 2% £ 320 DoD 5015.2 £ (NARA Endorses

the Federal-wide adoption of the DoD 5015.2-STD )

\\\ﬁr

=

R R

http://www.archives.gov/records-mgmt/bulletins/2003/2003-03.html

11 HAvHELOBET R IRy 5 M2 a2 iy s Expanding

Acceptable Transfer Requirements: Transfer Instructions for Existing

E-mail Messages with Attachments

P BERG AATFMELGEIRPIESIE 2 FHT R
( Specifies requirements for transferring existing permanent e-mail

messages and their attachments to NARA. )

o

R TR

http://www.archives.gov/records-mgmt/initiatives/email-attachments.htmi

12 AT HLABEE F G XA F TSR AR B

47



% Expanding Acceptable Transfer Requirements: Transfer Instructions for

Existing Permanent Electronic Records Scanned Images of Textual

Records

AR BREG AAFBEGHF IR RIEFEY 2§ PR &
( Specifies requirements for transferring existing permanent scanned

images to NARA.)

=4
¥f

o

Sk

http://www.archives.gov/records-mgmt/initiatives/scanned-textual.html

13- HAVERXIHBET L XA BKEDH T TH 30 = Expanding
Acceptable Transfer Requirements: Transfer Instructions for Permanent

Electronic Records DIGITAL PHOTOGRAPHIC RECORDS

B BEAAKCEIRAET IR TS T &% 2 £ (Specifies
requirements for transferring permanent digital photographic records to

NARA.)

o

=

E 4
9

EER
Ff

http://www.archives.gov/records-mgmt/initiatives/digital-photo-records.ht

ml

14~ BAT RS DBIF A AT Y A (PDF)H & fs i 47 %

Expanding Acceptable Transfer Requirements: Transfer Instructions for
48



Permanent Electronic Records RECORDS IN PORTABLE DOCUMENT
FORMAT (PDF)

S A HE A A PDF A% 2 R348 2 B> % g & (Specifies

requirements for transferring permanent PDF records to NARA. )

=4
¥f

o

AL

http://www.archives.gov/records-mgmt/initiatives/pdf-records.html

15 pArviEL o & ARz B 2 TN OB ER s
Expanding Acceptable Transfer Requirements: Transfer Instructions for
Permanent Electronic Records DIGITAL GEOSPATIAL DATA
RECORDS
WA AR BR TR IR RIEE Y 23 hE

( Specifies requirements for transferring permanent digital geospatial

data records to NARA.)

=

¥F

o

=

E 4
9

o
http://www.archives.gov/records-mgmt/initiatives/digital-geospatial-data-

records.html

16 HAvEOBET R ALRT P FHF DB E s Expanding
Acceptable Transfer Requirements: Transfer Instructions for Permanent

Electronic Records WEB CONTENT RECORDS

49



WP BEAARET N FHFIRRIGF T 2 F g & (Specifies

requirements for transferring permanent web content records to NARA. )

=

¥

\\\?{r

=

¥
kJ

http://www.archives.gov/records-mgmt/initiatives/web-content-records.ht

ml

Guidance on transferring electronic records to NARA

17~ 4p3l - BET /% 1 W% T~ 2 F Guidance on Transferring

Electronic Records to NARA

BELFIMHFPIFARMFEY & F - BFsdpsl (General

information and guidance on transferring electronic records to NARA. )

=

¥F

o

=

E 4
9

http://www.archives.gov/records-mgmt/initiatives/erecords-information.ht

ml

18+ ## A 4 PDFIA-lL 2 T RT3 FE2 2 S chd L 3 8

Frequently Asked Questions (FAQs) about Transferring Permanent
Records in PDF/A-1 to NARA

# B A A PDFA-L #p % ¥ L P32 & 7 (FAQs providing
information on transfer requirements for PDF/A-1 files. )

50



»

SEE

G2

http://www.archives.gov/records-mgmt/initiatives/pdf-fag.html

Be-zE :}g 51 Fast-track Guidance Products
19~ T+ 4% ¢ =8 Context for Electronic Records Management (ERM)

BN A Y 7 OM Ak E T T L3 (Specifies the
records management and information technology [IT] terminology

associated with Electronic Recordkeeping (ERK). )

»

Sk

G2

http://www.archives.gov/records-mgmt/initiatives/context-for-erm.html

20 ~ #A-E_% F #5 % %73 What is Electronic Recordkeeping (ERK)

ERCALTIMERGTERE S P REMESH TR DR K S
( Presents high level discussions of what electronic recordkeeping [ERK]

is in terms of architectures, objectives, and critical success factors. )

\\\Xy

55 o+ http/lwww.archives.gov/records-mgmt/policy/prodlb.html

21~ 5 RIS RE R E TR 46 % %3 Why Federal Agencies Need

to Move Toward Electronic Recordkeeping

FRera s hEmE o & FRE 67 F R PR
51



( Summarizes the statutory, legal, regulatory requirements plus internal

reasons to move towards electronic recordkeeping (ERK).)

\\\?{r

=

ﬁj’;?fﬂ:

http://www.archives.gov/records-mgmt/policy/prodlafn.html

22~ THARF FF e AT B A R & 14 Preliminary Planning
for Electronic Recordkeeping: Checklist for IT Staff
PN AR E R F AR R LR TR A i BAR R T R
#p B 4p 31 (Lists questions for IT staff to address before implementing an

electronic recordkeeping system, and provides related guidance. )

\\\Xy

FEYTR

http://www.archives.gov/records-mgmt/policy/prod3rev.html

23~ TFMF TR F A RE AR = A R & %4 Preliminary Planning
for Electronic Recordkeeping: Checklist for RM Staff
JEIRYS RS E E T T LR EE E- R D S R
%2 (ldentifies high-level issues that Records Officers need to consider

before initiating any discussion about moving towards electronic

recordkeeping. )
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2440 P =X .
7 5 PR

http://www.archives.gov/records-mgmt/policy/prod4rev.htmi

24 ~ 2k ®ifh R B T2 i & F B Typical Records Management [RM]
Functions and Typical RM Program Activities
SR EE SRR DL F e B B S 2
( Provides an overview of basic concepts about typical records

management functions and overall records management program

functions. )

F %5 R http://lwww.archives.gov/records-mgmt/policy/prod6a.html

25~ THAHE R FE T AhE F L en )k Surt iy #5 &) Examples of System

Functions for Electronic Recordkeeping (ERK) and Electronic Records

Management (ERM)
BEFo AP T IR R T INEI R RN LA
A% ¢ 2 i (Gives examples of detailed system functions that an

ERKS or ERM system might need to perform in order to satisfy basic

records management functions. )

>3

*f

\\\?'giy

< F 4 ¢ http://www.archives.gov/records-mgmt/policy/prodéb.html
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26 ~ zh & BB G R % Survey of Baseline Organizational Information

REAAFRL RS oS T VA FEHFFR AT AR T
FHE BT+ A% ¥ 24> % (Provides a survey questionnaire

for gathering baseline organizational information for developing records

management system requirements or evaluating ERM and ERK

solutions. )

F 45 7o http://lwww.archives.gov/records-mgmt/policy/prod7.html

74

27~ T+ #h

TW

FFET T R R o A3 F 4 47 Analysis of Costs

and Benefits for ERM/ERK Projects

Fdps AR F R AR T IRF R ET IR
FA k2 A AL B 5 seE (Provides a guide to identify
some typical cost categories and possible benefits of an existing RM

system, or of the alternative ERM/ERK solutions. )

#4-% FOF © http//lwww.archives.gov/records-mgmt/policy/prod8.html

R HAROR * Fp sl ¢ R 3 K% 3 User Guide to Slide

Presentation: Electronic Recordkeeping

Pl TP T e gl ST Jﬁ #;, 51 (Auser's guide for Fast Track

54



PowerPoint Briefings )

W45 7R ¢ http//lwww.archives.gov/records-mgmt/policy/guide.html

29~ ¥ £ WL ey F K% %7 i 48 & %K & Long version of customizable
Electronic Recordkeeping PowerPoint Presentation
FETH R T T AR F o 0 SRR IR R A SR A
( Provides the longer version of a presentation that can be used in raising

awareness about electronic recordkeeping as part of planning for such

systems. )

F %% 742 : http://Iwww.archives.gov/records-mgmt/policy/prod5a.html

30~ ¥ E® It hT F AR %5 [ 38 0§ =5k & Short version of
customizable Electronic Recordkeeping PowerPoint Presentation
BEFT* URFHEHTFHEFT CARGIB LD TSR
( Provides a presentation that can be used in raising awareness about

electronic recordkeeping as part of planning for such systems. )

\\\?'giy

5% - http/lwww.archives.gov/records-mgmt/policy/prodsh.html

31~ ¢ % F 4% Managing Web Records
55



PR THEORTHETE B h oML R e
7. #% % (NARA Guidance on Managing Web RecordsAssists agency staff

in properly managing web records. )

=

¥

\\\?{r

=

¥
kJ

o
http://www.archives.gov/records-mgmt/policy/managing-web-records-ind

ex.html

2 BRI T 2 & Je 7 451 chig Hp e T P Implications of

Recent Web Technologies for NARA Web Guidance

B BT ATERET R 2 2% ¢ g 3 (This document
explores some of the applications that characterize the emerging web and

their impact on records management. )

=4
¥f

\\\Xy

FFH

http://www.archives.gov/records-mgmt/initiatives/web-tech.html

33~ WhIhE T2 2 F H T L ohdy 51 NARA Guidance on Instant
Messaging
TpE Loy LR AE & (Frequently asked questions about Instant
Messaging ) o # & A 3% f & F T pFin 4 e & 27 242 (FAQs covering

the definition and scheduling of Instant Messaging records. )
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o

http://www.archives.gov/records-mgmt/initiatives/im-fag.htmi

34~ B RghH T~ 2§ Hlc B3 HARLH & hdp 31 NARA Guidance on
Digital Audio and Video Records
B B AL, X o0 LR 8 B (Frequently Asked Questions (FAQ)
About Digital Audio and Video Records ) p* # 5L F° 48 & 5 B4 B3 2R % B 12
%L 44USC.Ch 3L Renfhd 0§ E ML T FmA R 7ig?
BF AR RE S G A B T B EARA R e R (This
FAQ is provided to Federal agencies to assist them in meeting their

records management responsibilities under 44 U.S.C. ch. 31. Agency

records officers can use this FAQ as a technical resource in working with

staff that create and manage digital audio and video records. )

>

¥

\\\Xy

FFH

http://www.archives.gov/records-mgmt/initiatives/dav-faq.html

35~ B 74k T %X F G5 448 odp 31 NARA Guidance on

Optical Storage Media
KFREGHMOY LP4EE C ACDEDVD P REGFIAME

( Frequently Asked Questions (FAQs) about Optical Storage Media:
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Storing Temporary Records on CDs and DVDs ° ¢t % & R® {8 £ {4 2% B =K

W& 44USC.ch. 312 Rk g1 = (This FAQ s
provided to Federal agencies to assist them in meeting their records

management responsibilities under 44 U.S.C. ch. 31.)

=4
¥f

o

FER

http://www.archives.gov/records-mgmt/initiatives/temp-opmedia-faq.html

36 ~ ¥k EE R LR 42 & Frequently Asked Questions About Optical

Media

BF AR RD AR P A R R T S S OPdER e (This
set of Frequently Asked Questions provides a brief overview of optical

media from a records management perspective. )

=4
¥f

\\\Xy

< 8 ¢ http://www.archives.gov/records-mgmt/fags/optical.html

37~ MPghxr T2 2 FHT F % &P %3445 31 NARA Guidance
on Sustainable Formats for Electronic Records
THEREEED FFRNOT LA E Frequently Asked Questions
(FAQs) About Selecting Sustainable Formats for Electronic Records - p*
BRI TR 8 £ 44USCoch 3L 2Rk 2T

CoWMTEY M TRANERER FTIHFLY RS2 R
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EEATARSE D P E L iR g KA :Y (This FAQ is provided to

Federal agencies to assist them in meeting their records management
responsibilities under 44 U.S.C. Ch. 31. Agencies can use this information
when selecting and implementing formats for long-term electronic records,

and when business needs necessitate formats not specifically addressed by

existing NARA guidance. )

\\\ﬁr

=

R FOR

http://www.archives.gov/records-mgmt/initiatives/sustainable-fag.html

B AT~ EFHT T EF m};ﬂ 51 NARA Guidance on Electronic
Signatures
T PKI i i ¢ ELEER] ( Records Management Guidance
For PKI-Unique Administrative Records ) - % &3 ifdg 51 14 if13 &
12 & z_PKI {7 5c4% % (Provides detailed guidance on retaining and

managing PKI-unique administrative records. )

=4
¥f

\\\Xy

FFH

http://www.archives.gov/records-mgmt/policy/pki-guidance.html

39 WM FLF ERZ IR R 2 45 51 Records Management

Guidance for Agencies Implementing Electronic Signature Technologies
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- WY YT S F R ks # 2R R (Discusses the records
management principles that apply to electronic signature technology

generally.)

>4

¥

o

http://www.archives.gov/records-mgmt/policy/electronic-signature-techno

logy.html

40~ HEPKITF EFHE 2 5% 723551 Records
Management Guidance for PKI Digital Signature Authenticated and
Secured Transaction Records
FEHGPKI B F 0% 225 Mk ¥ =4p51 (Provides
records management guidance to Federal agencies for PKI digital

signature authenticated and secured electronic transaction records. )

=4
¥f

\\\Xy

< F8 ¢ ohttp://www.archives.gov/records-mgmt/policy/pki.html

41 ~ B 7% % ¢ 7" 3 Nationwide Records Management Training

WP R R R T F > RBE RO % ¥ 129 5 (Describes NARA

records management training available nationwide. )

24
FJ

o

http://www.archives.gov/records-mgmt/training/training.html
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42 ~ £ EFHFE 5% CERE B 240 & Vital Records and Records Disaster
Mitigation and Recovery
# 2 I‘.«L_?T’? ERHRTRHETFEBRN G EEM AL T RS IERE
3£ (Addresses the identification and protection of records needed to

conduct business under emergency operating conditions or to protect legal

and financial rights. )

>

¥

9

YR
http://www.archives.gov/records-mgmt/vital-records/recovery.htmi
EFRTFAAFEEAAMIIRE > Aok 22

202 FRTFHE LM

AR %75
gA | ga | FE | Rk H
2 *
Federal Docket Management System \
RM Profile \Y; \Y; \Y; Y] Vv
Federal Enterprise Architecture (FEA) RM
Vv Vv Vv Vv Vv
Profile
Analysis of Lessons Learned for
] . . Vv Vv Vv Vv Vv
Enterprise-wide ERM Projects
Developing and Implementing an Enterprise
Vv Vv Vv Vv Vv
-wide ERM Proof of Concept Pilot
Guidance for Building an Effective
) . Vv Vv Vv Vv Vv
Enterprise-wide ERM Governance Structure
Evaluating Commercial Of f-the-Shelf (COTS)
Vv Vv Vv Vv Vv
ERM Applications
Guidance for Coordinating the Evaluation of
Capital Planning and Investment Control \ Vv \Y; \Y; Vv
(CPIC) Proposals for ERM Applications
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ERM Guidance on Methodology for Determining

Agency-unique Requirements

Electronic Information Management
Standards - DoD 5015. 2

Expanding Acceptable Transfer
Requirements: Transfer Instructions for

Existing E-mail Messages with Attachments

Expanding Acceptable Transfer
Requirements: Transfer Instructions for
Existing Permanent Electronic Records

Scanned Images of Textual Records

Expanding Acceptable Transfer
Requirements: Transfer Instructions for
Permanent Electronic Records DIGITAL
PHOTOGRAPHIC RECORDS

Expanding Acceptable Transfer
Requirements: Transfer Instructions for
Permanent Electronic Records RECORDS IN PDF

Expanding Acceptable Transfer
Requirements: Transfer Instructions for
Permanent Electronic Records DIGITAL
GEOSPATIAL DATA RECORDS

Expanding Acceptable Transfer
Requirements: Transfer Instructions for
Permanent Electronic Records WEB CONTENT
RECORDS

Guidance on transferring electronic
records to NARA

FAQs about Transferring Permanent Records
in PDF/A-1 to NARA

Context for ERM

What is ERK

Why Federal Agencies Need to Move Toward ERK

Preliminary Planning for ERK: Checklist for
IT Staff

Preliminary Planning for ERK: Checklist for
RM Staff

Typical RM Functions and Typical RM Program

Activities
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Examples of System Functions for ERK and ERM Vv

Survey of Baseline Organizational
Information

Analysis of Costs and Benefits for ERM/ERK
Projects

User Guide to Slide Presentation: ERK Vv

Long version of customizable ERK PowerPoint

Presentation

Short version of customizable ERK

PowerPoint Presentation

Managing Web Records \

Implications of Recent Web Technologies for
NARA Web Guidance
Implications of Recent Web Technologies for
NARA Web Guidance
NARA Guidance on Instant Messaging \
NARA Guidance on Digital Audio and Video

Records

NARA Guidance on Optical Storage Media
FAQs About Optical Media

NARA Guidance on Sustainable Formats for

Electronic Records

NARA Guidance on Electronic Signatures \Y;

RM Guidance for Agencies Implementing

Electronic Signature Technologies

RM Guidance for PKI Digital Signature
Authenticated and Secured Transaction \Y;

Records

Nationwide RM Training Vv

Vital Records and Records Disaster 9

Mitigation and Recovery

it ! Electronic Records Management (ERM) ; Electronic Recordkeeping (ERK) 5 Records Management (RM)
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e MREGF TR ;’?%El’ ERLC IR - % ° (Claude Meunier, Understanding
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Bl 7Bl 3 542000 £ 5 6 2 2 A8 § RS/ D 4 £ 4
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bodg e D IRFCEF A 2 £ & 4 - (Canada's digital information assets are

created, managed and preserved to ensure that a significant Canadian digital

presence and record is available to present and future generations, and that Canada's

position in a global digital information economy is enhanced.)
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WEBA A Lo R A F1z s
. (Disposition)
(Capture & (Preservation& (Access)
Creation) Maintenance)
Access to Information Act &
Vv Vv Vv Vv
Regulations
Access to Information Policy Y \Y; Y, Vv
Auditor General Act v
Canada Evidence Act \Y, \Y; Vv
Canadian Charter of Rights
V
and Freedoms
Canadian Security
v Vv Vv
Intelligence Service Act
Common Services Policy \Y, Vv
Communications Policy \ \Y; \Y, Y
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Copyright Act

Crown Liability and

Proceedings Act

Electronic Authorization

and Authentication Policy

Emergency Preparedness Act

Evaluation Policy

Financial Administration

Act

Government PKI Management

Policy

Government Security Policy

Library and Archives of

Canada Act

Management of Government

Information Policy

Management of Information

Technology Policy
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Official Languages Act

Personal Information

Protection and Electronic

ocuments Act

Personnel Information

Management Policy

Policy on the Use of

Electronic Networks

Privacy Act & Regulations

Privacy and Data Protection

Policy

Privacy Impact Assessment

Policy

Project Management Policy

Public Service Employment

Act

Risk Management Policy

Security of Information Act
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Statistics Act \Y; Vv Vv

o £ A FRR RS RE AN > @ HEAT

1~ 73 #%2 F A2 % K¢ (Electronic records archival

infrastructure strategy )
2~ BEERh % ¢ s g 1 ek (Federal records centres strategy )

3 HEEI TR bHDE 2455 ( Records and information life cycle

management guide )

4~ FIE a4 AL & &7 237 (Information management

capacity check tool and pilot assessments )
5~ M~ & rdZ R4 (Clear paper mountain pilots)

6 ~ 4 % =48 R L (Review and validation of records disposition
authorities )

7~ &g s Bkt e g 174 31 (Classification system design and
implementation guide )

8 ~ % 13 & TR z_ (Records retention periods for common

administrative functions )

0~ W% yFk 4~ (1SO standard )
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10~ £ + 20 i* ¥ 123551 (Guide on the management of E-mail

Messages )
11 ~ 28 74 (Metadata )

B+t h % 14p51 > Pl Retention Guidelines for Common Administrative
Records of the Government of Canada » &_%c £ =+ 5& it d = - # @ iriE
B % AF @ oo o pteb s Zt Library and Archives of Canada Act > 32+ 4c £ &
Bl 3 5% A% L% #2224 Multi-Institutional Disposition Authorities -

(= )Retention Guidelines for Common Administrative Records of the

Government of Canada z_. p % % & 4o

Table of Contents

Overview
Section1l - Retention Guidelines: functional arrangement - Full text
Section2 - Retention Guidelines: alphabetical arrangement by

subject - Full text

Introduction

Purpose and content of these Guidelines
Use, interpretation and review

Layout and approach

Scope

Offices of Primary Interest (OPIs) and Offices of Collateral Interest
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(OCls)

Federal Records Centres

Personal information

Implementation advice and assistance

Application and interpretation of the guidelines
Application and interpretation of the MIDAs

Regional Contacts

How to Apply Guide - Section

Index - by subject and by function

Section 1 - Retention Guidelines: functional arrangement
Part 1 General Administration Function

Part 2 Real Property Management Function

Part 3 Materiel Management Function

Part 4 Comptrollership Function

Part 5 Human Resources Management Function

Section 2 - Retention Guidelines: alphabetical arrangement by subject
Part 1 General Administration Function

Part 2 Real Property Management Function

Part 3 Materiel Management Function

Part 4 Comptrollership Function
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Part 5 Human Resources Management Function

Revised March 31, 2007

(= )Multi-Institutional Disposition Authorities z_ fr % %% & 4o

Table of Contents

Part One: Supporting Documentation - Legislation, Policies, and

Guidelines
1.1 The Library and Archives of Canada Act
1.2 Amendments to the Library and Archives of Canada Act (blank)

1.3 Downsizing Government and the Disposition of Records -

National Archives Action Plan

1.4 Retention Guidelines for Common Administrative Records of

the Government of Canada
Part Two: Transitory Records
2.1 Authority for the Destruction of Transitory Records
Part Three: Common Administrative Records
3.1 General Administration Function (Authority No. 98/001)
Appendix |
Appendix Il
3.2 Real Property Management Function (Authority No. 2001/002)

Appendix |
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Appendix Il

3.3 Material Management Function (Authority No. 99/003)
Appendix I

Appendix Il

3.4 Comptrollership Function (Authority No. 99/004)
Appendix I

Appendix Il

3.5 Human Resources Management Function (Authority No.

98/005)
Appendix |
Appendix Il

Part Four: Operational and Medium-Specific Records

4.1 Institutional Records in the Office of a Minister (Authority No.
96/021)

Appendix

4.2 Records of Deputy Heads of Government Institutions

(Authority No. 96/022)
Appendix
4.3 Electronic Imaging Systems (Authority No. 96/023)
Appendix

4.4 Poster-Creating Areas of Governmentlinstitutions (Authority No.
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96/024)
Appendix

4.5 Audio-Visual Records Stored on Behalf of Client Departments
(Authority No. 2001/004)

Appendix

Application of generic MIDA 2001/004

4.6 Operational Case File Records

Institutional Report on Operational Case File Records
Appendix

Application Guide for MIDA No. 2005/006

4.7 Surplus Publications in Government of Canada Institutions

(Authority No. 2008/007)
Appendix
4.8 The Disposal of Records (Authority No. 2009-001)
Appendix | Terms and Conditions

Appendix Il Archival Evaluation and Recommendation
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=28 ER

- ~ B RRE R 242 @ & (Mission of National Archives in UK)

4

# BB b B AL B SR A B bR e BT g -

FEDR  FE AR AIEAG F LR R A AR R RS

SR ERUEE BRI RS UEE S R Ruas b i
TP a2 R PSS SR PME P AR A P RF LT TSR B R
B R 5 A AL 075 AR BRI 0 SR S X T ehE B o

& R F 7h F A TORRNE 0 2 AP F #%(Ministry of Justice) 3% {7 5 B -
FRR F4h 349 2 % 4%k (Public Record Office, PRO) ~ ¢ =46 F ¢
(Historical Manuscripts Commission) ~ = & 38 f* 3 2t % (Office of Public Sector

Information) » 2 2 g FF%= % (Her Majesty's Stationery Office) & 5 % = o
# BB b % 4 B (Vision) £
AR 2 g i 33 ¢ 72 (Lead and transform information management)

FE4 P enF A k7 ag 4k i€ * (Guarantee the survival of today's

information for tomorrow)
FeEFR B~ RS A E P R (Bring history to life for everyone)

SRS BN - B FRBTH R R bR ¢ § s

SRR R B R Kk R R R i R B
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National Archives' Framework Agreement < i+ o

P4 S R i B R R A 2 e R RAR R AT L R B

SEFPETFNART UL 2P GTY F IS GRS TRoGE RS 2 7

Tk P A TR &1 gt # (Modernising Government programme,
1999-2005) | ® th- EE B FE D 0 @ S F L~ TEA SRS
(Transformational Government programme, 2005-present) | ¢ - v f & i F PR
722 7 £ 2000 £ F 3 o B2 (Freedom of Information Act 2000) & Rehe & 53

PoTiRfpiil oz 46 uﬁmﬁﬁ’gﬂ%% » R AT -

CFRH S TR RIGh S0 s f i ¢ T ER
(appraisal) ~ # & (selection) ~ #5 #& (transfer) ~ &£ 75 (storage) ~ - 4 % 1% (sustainability)
g]

22 @ 3§ (delivery) & -

SEETER LT SRR

i
[
7—.;_
~
)
h

g g v A7 (Seamless Flow) £_22 i %75 5 B o T izdk

Sl T 0 LA < RO e
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#ic =2 3 1+ (Digital Continuity) #_kd »* 3 B~ R fic = T3 76 > 128 4 BT

p PF R BE 0 15 TE 1 TR pEEiny 35 &7 Y ERENl T T e

4 T a5 (Web continuity) 2B >t g e | il B eng s > g gt 2 2

LTRSS R T genk o g o

B Rl 4 BT 2 FORP R ALY PRI T 2 B (Freedom of

Information)p 4¢ iz chr = o
B Rdb RIS dp sl 2 AT s FgE T SR 4 4

B 7dih F e g 122 9 7130  (Information Management and Practice

Department) § 3 £ ¢ & pcfrg #

B 7dh & 420 7e554 FRAE0 P (National Advisory Services) f § &2 & & gt

Frrid #-

d B 7 & Ancndic =28 3+ & (Digital Continuity project) §

A
FABT I AT RS
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s

FRFA T F L2001 £ - B4 EH DT TR FEROT T RS
FT ik 7 1§ (e-Government Policy Framework for Electronic Records
Management) » 4 {7 & 1 2004 & 5 1t - 2B REFELAF6F > F 1R H A

(Introduction) 35 P T+ Mk WP g EF A ~ R FHFETF 1

§ FArW BT AR E RS I e-business Kug ¢ o B 3 AAHFF R i
(Record-keeping systems design) 7 B & + 4% g 3Lk Soehp IR R & R4 -

% 4 % & I L (Common government standards) £_R »> 4§ % 728 Tk 2 5
(Metadata and access formats)£2 % 1! 42 ;% (Standards for export and publishing) - %
5 % v ¥2av 4 (Skills and competencies) &k >t 4 % ¢ & Fa i 4 o %

6 & % 2 2004 & oz = p f(Framework and completion criteria for 2004) _#

(- ) ¥ BRE R %4

ERF R AT T AR RS IT L - RE AT

‘W
\\\?{r

cEIehS Y g 0 2R IR FE S AHE T O+ 4% B (Public Record Office)
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(= ) = X # % kK (Public Record Office, PRO)

ok ERF TR SRR AP R TG d 4 - 1345 1958 & 1967

S 0w e & %k 2 (Public Records Acts) » 2 & fh %k b o 2 R K fh R kst

vl 71\;!72511“1‘\1 [E R s o) SANNDES S
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e

B 4 TBRES PE LB R TR A RAR Y R ke A0 i

YR SRR R SRR AR A kY N ahF &34 MRS -

BET T AR T I RIS IR R B R v 2 B (To
increase the accessibility of the public records by electronic means, in the Office

and around the world. )

SRR EBPREER > BT Ra- BPEIL AT APt E G
T BT E R BN ArAS & eh T 4 % (to decide how best to select,

preserve, store and give access to electronic records created by government) -

AL MFORELRT > FV A SRAFRFTALEKT TR
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BB SO IR X T 0 5 b ik

+

%%‘E’ ) AF g B oo ket LR F R &

%13 fiF (7 3 51 (Guidelines for management,
appraisal and preservation of electronic records) ¥_#& B & 74# & 423t 1999 & 3 #

G BN HEFRE CE A PR RE P Ao

T+ fh%k g @4 (Electronic Records from Office

R R T PR S SN R Y A SIENE

T RE Y EE

| 4
&H
4o
e
Bl
e
g'
5
=
_J
aF
v
f

wo PMEI X E L R HEHE S FTARFTRERSE 7§
AR EEARAY > W E -~ RFERY T 4K B & 7 73 (best practice in

records management procedures for capturing, keeping and making available
electronic records)

FE RS~ TGRS 45 % P4 E (the development of inventories and

the process of appraisal and disposal of electronic records)
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BOAARE R UEH FFhE I XA E A ATE 2 5V (strategies

7

for permanent preservation, and the current requirements for transfer of records in

electronic form to the Public Record Office)

BT 2B g A A 2 2P AT IR o P Do Bl

i

TIREIAEA S TR AH S FASE 2 ve-mail g~ FEE A B
SR LR R B R B f S BB SRR E Y L Lo O
FTREdankd F 8 > TIHFHEAY 2P o T e

(hypertext) ~ % 448~ & ~ k- PG B3 B h GG 2y 25 o 53 5 L1
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BRI 29 TR TR (department) £4p & £ AR P ATy et e
VS AR E AR AdpAh Rk g n e £ | (Departmental Record Officers,

DROs) » 11 & #i4 &% § 1L ie ¥4 B2 4 f

(=) #% 4 & ¥ (Records life cycle)

Records, whether electronic or paper, pass through identifiable phases in their
lifecycle from initial creation to final disposal. At each phase of the cycle, electronic
records need to be actively managed according to established procedures, to ensure

that they retain qualities of integrity, authenticity and reliability.)

e BA5 Y > WP A YT AR UT B BIEE

W (Capture)-E 4% R BA= A S FAEL > TR F SRR F 1B kA (the

initial creation of a record, and its successful incorporation within an established

record keeping system environment)
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7# 12 (Disposition)-E_2| ¥r4§ % 13 # L4~ 4 ;& (initial decisions made on

the appropriate retention period for a record and its eventual fate when no longer

active)
#(appraisal)-7 ¢ HN A 3 2 AR B BT IR A W chge o (- A

% e 3 4L fhiE £2(the process of making decisions on initial disposition

categories and final decisions on records disposal, whether for permanent

preservation or destruction)

%37 (preservation)- fih xAp M BT U IR BT R R KA M T 5

BT Lz B chivk 284 (strategies and mechanisms for the migration

of records between hardware and software platforms as technologies change and are

updated for as long as the records as required)

732 (disposal)- 2 & # A F T Ah R X A L RIS R 2 B8 A i A2 (the

process of preparing records for transfer to the permanent archive (the Public
Record Office, or other designated repository) for permanent preservation, or final

deletion / destruction)

FREERE
{Creation and
capture)

153
(Disfos%ion)
R BIE

Preservation (Appraisal)

I— @iﬁ%al) Q

2 LER PRO B3
$REY

(Transfer to PRO
or destruction)

B2-7T FREIHEE24 6D pE
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(Source: Guidelines for management, appraisal and preservation of electronic

record Volume 1: Principle, p. 44.)
BiZT R A6 87 WP T IFERY O HEL R EEE 2SR T
CURE b e R o R R e Bl R Y SR LR A A

% ¥ T2 #=(4.6 Through all these stages, records must be managed securely within

a compliant environment to maintain their integrity, and in a manner which

provides the most sophisticated access mechanisms available for operational use

that is consistent with the stringencies of record keeping) -

e

(=) pF

<

BRI R ERES LA - A5 - H EF R pI(Principles)

)

2% 5F ~ % - AE¢F 2AER (Procedures): 5 6 F o R F &4 T Ap7)
\Volume 1: Principles
Guidance on electronic records management
Intended audience
1: Records management in information-age government
The role of the Public Record Office

The nature of electronic records

2: Electronic records in the organisation
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Serving current operational needs

Serving organisational accountability

Serving the historical record of government
Ensuring completeness of the record

Developing a culture of record-keeping

Policy development

Corporate standards for handling electronic records

Who is involved in developing a policy?

: Record organisation and structure

The need for structure

Categorisation and classification of records

The vocabulary of electronic records management

Electronic documents and electronic records

: Management of electronic records

Records life cycle

: Design of electronic records management systems

Records and document management
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Designing electronic records management into systems
System design processes

A design scenario for integrated EDM and ERM

6: Annex A

Strategies for developing electronic records management

\olume 2: Procedures
Guideline on electronic records management
Intended audience

1: Introduction

1.1 The need for procedures

1.2 Developing procedures

1.3 Strategies for improving electronic records management

2: Creating and capturing records
2.1 Types of electronic record
2.2 Sources of electronic records
2.3 Record capture

2.4 Naming conventions
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2.5 Document and record metadata

2.6 File/folder metadata

3: Managing and maintaining records

3.1 Organisation, access and retrieval mechanisms

3.2 Access management, accountability and audit

3.3 Managing e-mail as records

3.4 Managing records on websites, Intranets and the GSI

3.5 Review of systems related to electronic records

4: Inventory, appraisal and disposal

4.1 Developing an inventory: knowing what records exist

4.2 The sample inventory form

4.3 Developing an inventory in an unmanaged environment
4.4 Planning for appraisal: developing a selection mechanism

4.5 Disposal

5: Preservation of electronic records
5.1 Purpose of preservation

5.2 Developing a preservation strategy
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5.3 Migration of records to new computer systems
5.4 Selecting and refreshing physical media

5.5 Back-up of electronic records

5.6 Preservation of contextual metadata

5.7 Export of electronic records

5.8 Environmental storage conditions

5.9 Documentation and security

6: Transfer of electronic records

6.1 Purpose of transfer

6.2 Formats used for transfer

6.3 Formats used for presentation

6.4 Media and channels for transferring records

6.5 Transferring the records

7: Annexes
A: Safeguarding records across Year 2000
B: Outline functional requirements

C: Relevant standards
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8: Index

Management, appraisal and preservation of electronic records

» # = %73 (Digital preservation)

FRR R EImFEAIENLL RG> VERAE R @
oMU ERR R RS AT AE F e BRAE FR AN R

2 FPRIRE P L Rl ERT L oA ARG T t(an innovation award winner) -

FRE R Rl R PR 22 2001 £ 7 0 5 ip BN AR £

®
FF R 3 24 57 3 4% % (electronic government records) 1%

N

|

[}
0
e
)y

N~

o K 3 AR R Ve IR A et

=\

}%‘ _E'T ? e

v

(Modernising Government initiative) sh p 8 % 7 22 = % R & prfr2. B iz i

A5 A D e R IE F R o PRSI IR R

22003 # > BRER R FEF G LIHEF 0 4 Ar - TR Rk
&k o Bk # Al ¢ 7 high-profile public inquiries ~ $8 F® % =k (departmental

websites) ~ B ¢ 3 R (parliamentary committees)£? g = (royal commissions)# % ©

PR RN 0 @ 3 2 3 F % (office-suite documents) ~ & * A2 50
(applications) ~ # #4L & (databases) ~ %27 3 -3¢ (virtual-reality models)¥= 22+

## (audio-visual material) -

P BB R R e Rl y RO RO FRRETA A RDT R
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ﬂﬂ?ﬁ&@
AR e g

@&ﬁﬁeﬂﬂﬂﬁﬁwﬁ4&ﬁ|%miéoﬁwﬁ
PRAETS

B
,ﬁ/

=+ #% % (original electronic records) » » #- &
i (born-digital) ; 7% - % I >4 s 4% (canned copies of paper) e & A X < fg
(parchment records) > & 2 1+ 7

SN s
FAE R A Ap T AN e

R 8 e e

FPR TR KA ST A

G LA A B

Pop-p Bk
AR FEB AL R OMET R AF S EA
RS R S S Ul L
&+ 7 3 F% % (Electronic Records Online) @ »+ 2005 & F % » 1 & 8+ R
berg R EE S EERRREY Ak - B RARS LR
P RECRR R AR T AR e
National Digital Archive of Datasets (NDAD) : $% ic& + 527 + FH &2
(*
# R Fcrie |4 g (UK Government Web Archive) @ j€_2003 # 8 7 B 4p i &
R Ik
PRONOM : & - & _F3xp Hj

Sk AT A
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Fk 5 - oA - 2 @ HF A 2 (other technical components) 2 & 817§ chF
Moo MR EEHRY T3 A5 H 6 B it (other digital objects) it 3 o

PRONOM 7 & & — B3 -5 iz V%mﬁ‘}'i’s tR 2 ;{E,yfﬁ_l AR

#e

TR

iR A RS L AT b % =% (preservation risk assessment) -
# ¥ 43 (migration pathway planning) ~ ¥ 22 % 2% #~ i+ (object identification and

validation) £ 4% 45321 7+ (metadata extraction) -

FRRAT R ARG T RE TR AN R
(= ) 4% % ~ #g 5. (Records Management Code)

¥R R R 48 B = £ ¢ (evaluation workbook) £  #+ £ 31 B
(automated support tool) » 4 {224 Fr - B p A= AL R E I % Y i

¥ % & 3 5L(Records Management Code)e3= iz £ f F 3% ik p A3 iE A7

ST ECGRE > @ p AERERY > B A1 L TR £
PRFABAITREE M e

Complying with the Records Management Code: Evaluation Workbook
and Methodology

Full assessment tool for compliance with records management code of

practice
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(C)R+AhEL g™~ Fe e ins (Management, appraisal and preservation
of electronic records)
1999 £ - B RR TIhF AT T F ¢ 24 (Electronic Records

from Office Systems programme, EROS) # 2 & 4 & &35 31 s 18

o

¥ o

7
-~

Management, appraisal and preservation of electronic records- Volume 1:

Principles

Management, appraisal and preservation of electronic records- Volume 2:

Procedures

(=) #Fz_rz K (Appraisal policy)
1 FR g {;}Fl E )| %éfﬁ}’{f,?]—;}%ﬁs A FEEFRAET B ER A
G E R L
Appraisal policy

%2004 & 47 767 B> mRRTHEAA L P "grigg system” £

Fhk #E o L ad P 2 i (background paper)4e T

Appraisal policy background paper - The 'grigg system' and beyond

T

VRERIOR T RRB TR AR - LapsI M AT

A -
%J
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PR G EBGTHE B - 5 M ET AL % 1 B 2 (toolkits)
%:—59 % #-Z_#% B (4 : Non-Departmental Public Bodies, NDPBs) # #

T d o122 B 2004 EEFFE Ik PRy FER K

How to compile an appraisal report

Appraisal report: Department name, type of records, and covering dates
Preparation for undertaking review of paper records

General guidelines for the selection of records

Series level appraisal questionnaire

(z ) % ¥ #c =4 % (Custody of electronic records)

FRRREELEOEREEGET LR LR AR LR
(central government, Public Record bodies) 5 i3 5z L ehE &MI&%’J&: oy
B B 7dd % 4522 5T RRs U (Government Departments) e & ¢ 22 4 i > {7
R B RE Y L L FE AR L& 2 RikyR 1958 £
ei4h % i% (Public Records Act 1958) « 7 78— i # B iR 4 % » 12
B %‘} = 2000 & =g # 13 3 2 B % (Freedom of Information Act 2000) ~
1998 & sg # en fL 3k 72 (Data Protection Act 1998) ~ 14 2 1992 # sg #

97k 3 3 312 (Environmental Information Regulations 1992) » 3% 331

113



EEARREY -

EHBARRS o FE R FTRDEES §F R § MR LR

R BRI Fagl ) RN AN A S S |

("post-custodial model”) | » i&H_% 4 B 7 F ] th A5 o BT TR
FiFa A RPFT o EDERFIRAAZTAEA > A 7 gﬁéjgl_ﬁ;

T oo Vo i3 A % 2\ & 32 Tk E (meteorological or geographic
F‘

database) -

B FCK S § R E R R R R O E 2 BT RS
2 2_(bi-lateral transfer agreements) > z= I B HEEFEF ~ X 2+ § - 12 7

AFci ¥ % 7 & (Section 7 of the Policy) e i & £ -

AR ey > ¥ B x i 10 £ ) A5 cnph R M F L

#RAE AR A LD & FRE TR EATRE o T F MR
EEFRAD B ARARGNR AP MRS F R T

GApauEiR o 3 MBI BT 40T

Custodial policy for digital records

Voo BRI R R Y ST M T I RS ARG - R4

Defining the characteristics for authentic records

Sustaining authentic and reliable records: management requirements

Sustaining authentic and reliable records: technical requirements
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Guidance for categorising records to identify sustainable requirements

Functional requirements for the sustainability of electronic records

(7 )# i+ %% (Digital preservation)

(1) ZF#H A% = & 5 (Selecting file formats)

ETINS
‘l?-:k
4«‘
F_*.
Gy
g
e
W
,?};\

T ERIEESS SR EETET 5

2

PG kg

Digital Preservation Guidance Note 1: Selecting file formats for

long-term preservation

2) % % ¥ 7% 448 (Selecting storage media
g g g
TR LR TH AR —}‘5 R i E R T G
ERiX P S
Digital Preservation Guidance Note 2: Selecting storage media
for long-term preservation
(3) BE ~ IBEBREGFTT L 5 %5-%8 (Care, handling and

storage of removable media)

THEHAM AT LR T L R

A
-
4:1'\_')’
ﬁm
3;3
3\)‘%
=H
4
==

B K LGRS RIS T B
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2 BEGFHAE Y kg o

Digital Preservation Guidance Note 3: Care, handling and

storage of removable media

(4) ¥ 2 F L H: 5 (Graphic file formats)

R4 L TR F LE RS AT S

Digital Preservation Guidance Note 4: Graphics file formats
(5) # /% & (Image compression)
TR AR RN F S R GRS REk =
4P o
Digital Preservation Guidance Note 5: Image compression
2 ~ P+ p (technical papers)
(1) ¥ 7+ %P 7 (Redaction of electronic material)

4 - fafer 1 & (Redaction toolkit) °

Guidelines for the editing of exempt information from paper

and electronic documents prior to release

(2) DROID p # #& ;'\ #8512 £ (DROID automatic format

identification documentation, including XML schemas)
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ERFr 2] RRB MR REE R LR L p B a1k
i 4 i e 0/1 % 4 (the binary structure of a digital object) » -
o AR SV ene g & #h 3R R (predefined internal and

external 'signatures’) o

Digital Preservation Technical Paper 1: Automatic Format

Identification Using PRONOM and DROID

(3) PRONOM Technical Registry Unique Identifiers
The PRONOM Unique Identifier (PUID) &_— &+ &t @ &3+
i HERAREEEL  E- 2 F R E

Digital Preservation Technical Paper 2: The PRONOM Unique

Identifier Scheme

4) % %=
ARERR AL EFRER 5T RS 5 0
Hc B B 4 4% % (Your personal digital collections)

e zb 2 g -F odp 51 (Website Archiving - guidance for

webmasters and site owners)

it 2 (Technology Watch - Characterisation)

% 7% 2+ % (Preservation Planning)

# % (Migration)
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#% & - f =% & (Transfer - Technical considerations)

(= ) A A % i 3 (Guidance on specifying requirements for an offsite store)

3 3 & IR (Archives Sector Development) 2 & #rauty = 4p 51 4%

AR I F B EART M RERE T R o TR

\\\?{r

YRAp A% o 4 dp @ 7 24k i F 30 0 physical artefact - 2 -
laboratory samples ~ 3+ Bl &3+ 5 4 o Aphdpalde™ ¢

Identifying and specifying requirements for offsite storage of physical

records

()R AP E
NTREHFE AR AT R AT RN BT T

Exporting & transferring data between systems: Export and import

checklist

EDRMS and fileplan - background checklist

Export-import routes

Guide for the verification of data transition processes

(™) % 3 4% % # £+ 1 £ (Electronic records toolkits)
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M s B OZ Rt R E B % 0 R BB % {7 W B (practical

implementation) :

Produce a corporate policy on electronic records

Guidance for an inventory of electronic record collections: A toolKkit

(duplicated inventory)

Evaluating information assets: appraising the inventory of electronic

records

Sustainable electronic records: strategies for the maintenance and

preservation of electronic records and documents in the transition to 2004

Management of electronic records on websites and intranets: an ERM

toolkit
Business classification scheme design
Guidelines on developing a policy for managing email

Guidelines on the realisation of benefits from electronic records

lnanagewmnt
TAFERNTIRFEERFETIRFEEFERIME - 5 ) ED
aﬁ/éq\q\;}ﬁ 2% 4 %rﬁ}]\ 75‘1
BURTIRHFRERET M -
224 ERATIHEELIME
Wy (A8 )
w B g g ~; At o 4

=

|\

Electronic records management: Advice and

guidance
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Complying with the Records Management Code:
Evaluation Workbook and Methodology

Full assessment tool for compliance with records

management code of practice

Management, appraisal and preservation of

electronic records- Volume 1: Principles

Management, appraisal and preservation of

electronic records- Volume 2: Procedures

Appraisal Policy (Version 1 August 2004)

Appraisal policy background paper - The ’grigg

system’ and beyond

How to compile an appraisal report

Appraisal report: Department name, type of

records, and covering dates

Preparation for undertaking review of paper

records

General guidelines for the selection of records:

Series level appraisal questionnaire

Custodial policy for digital records (Version 1

- May 2005)

Defining the characteristics for authentic

records

Sustaining authentic and reliable records:

management requirements

Sustaining authentic and reliable records:

technical requirements

Guidance for categorising records to identify

sustainable requirements

Functional requirements for the sustainability

of electronic records

Identifying and specifying requirements for

offsite storage of physical records

Digital preservation: Guidance notes

Digital Preservation Guidance Note 1: Selecting

file formats for long-term preservation

Digital Preservation Guidance Note 2: Selecting

storage media for long-term preservation

Digital Preservation Guidance Note 3: Care,

handling and storage of removable media
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Digital Preservation Guidance Note 4: Graphics

file formats

Digital Preservation Guidance Note 5: Image

compression

Digital preservation: Technical papers

Guidelines for the editing of exempt information
from paper and electronic documents prior to

release

Digital Preservation Technical Paper 1:
Automatic Format Identification Using PRONOM and
DROID

Digital Preservation Technical Paper 2: The
PRONOM Unique Identifier Scheme

Electronic records management: Checklists for
exporting and transferring electronic records

data between systems

Exporting & transferring data between systems:

Export and import checklist

EDRMS and fileplan - background checklist

Export-import routes

Guide for the verification of data transition

processes

Electronic records management: Electronic

records toolkits

Produce a corporate policy on electronic records

Guidance for an inventory of electronic record

collections: A toolkit (duplicated inventory)

Evaluating information assets: appraising the

inventory of electronic records

Sustainable electronic records: strategies for
the maintenance and preservation of electronic

records and documents in the transition to 2004

Management of electronic records on websites and

intranets: an ERM toolkit

Business classification scheme design

Guidelines on developing a policy for managing

email

Guidelines on the realisation of benefits from

electronic records management
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1~ 3 & F% % (paper files) : £ & £
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4~ = A4 55 (large-format) © = B2 % 3

5+ & & % 4 (objects): §A_# ¥ B % F#L(including treasures such as

the cigarette case Ataturk gave Prime Minister Stanley Melbourne

Bruce)
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® VT fa & -] %3z 45(adoption and children in state care)

® 33 7Tk (cemeteries)
® I 4+ L { # 7 (change of name by deed poll)
® i i A F iz sk(colonial defence forces)

® Jp i A » ¥ 4 i 7L (colonial migration, passenger arrivals

and shipping)

® [1])° JR=| F 44 (convicts, prisoners and gaols)
® ;2 [ ¥ sk (court proceedings)

® 4% 7L (divorce)

® 3 Fid(land titles)

® 10+ % ;& A { F L (19th-century Australian history, such as the
gold rushes, exploration or colonial administration)
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® LA ¥ 7 L (state government employment)

® :f *(wills and probate)

SRRk RN ECA R § 23 4 (Australasian Digital Recordkeeping

Initiative, ADRI)
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(2 ) R * %~ #7(Risk analysis)
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B @A 2 A A 4084 2 (creation) ~ # * (use) ] iF 32 (disposition) ° & B i
AR AMERY P s e F AR BA 2 e E R 05 (the continuum

model) » %] E 3 EFEie * Fex T A R X IR * cha L & - (While this

model is still in use in North America, in Australia it has been superseded by the
continuum model, which is felt to be more user-friendly when considering digital

records.)

BB IR R LA MR (F F A MR ET I R)
&= 3 0E 23 4 (Information management framework) ~ IT i $e(IT systems)
A5~ W Bk 21 45 i (Create, capture and describe) ~ & * (Access) ~ g ~ 4I'g &
#5 4% (Keep, destroy or transfer) ~ % 2 ~ % 13 & i% 73 (Secure, store and preserve) =

]
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(-) 73 ? 1P 2E fﬁ(lnformation management framework)

TAREE TREEEREAM

Check-up: A Tool for Assessing Your Agency's Information and

Records Management
Designing and Implementing Recordkeeping Systems (DIRKS) Manual

Digital Recordkeeping: Guidelines for Creating, Managing and

Preserving Digital Records
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It is your business! Records management is good business and your

business
Making, Keeping and Using Digital Records

Records in Evidence: The Impact of the Evidence Act on

Commonwealth Recordkeeping

Why Records Are Kept: Directions in Appraisal

(= ) IT & (1T systems)

TR B B K IT k seAp B
Australian Government Recordkeeping Metadata Standard

Check-up: A Tool for Assessing Your Agency's Information and

Records Management

Digital Recordkeeping: Guidelines for Creating, Managing and

Preserving Digital Records
Digital Recordkeeping Self-Assessment Checklist
Designing and Implementing Recordkeeping Systems (DIRKS) Manual

General Disposal Authority for Encrypted Records Created in Online

Security Processes

General Disposal Authority for Source Records that have been Copied,

Converted or Migrated

Guidelines for Implementing the Specifications for Business

Information Systems Software
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Guidelines for Implementing the Specifications for Electronic Records

Management Systems Software

Recordkeeping and Online Security Processes: Guidelines for
Managing Commonwealth Records Created or Received Using

Authentication and Encryption
Specifications for Business Information Systems Software

Specifications for Electronic Records Management Systems Software

5=~ w B 22 4 it (Create, capture and describe)

TR S AR AR M BRI B AR R
AGLS Metadata Element Set

Archiving Web Resources: A Policy for Keeping Records of Web-based

Activity in the Commonwealth Government

Archiving Web Resources: Guidelines for Keeping Records of

Web-based Activity in the Commonwealth Government

Australian Government Email Metadata Standard

Australian Government Implementation Manual for AGLS Metadata
Australian Government Recordkeeping Metadata Standard
Australian Governments' Interactive Functions Thesaurus (AGIFT)

Check-up: A Tool for Assessing Your Agency's Information and

Records Management

Developing a Functions Thesaurus: Guidelines for Commonwealth
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Agencies

Digital Recordkeeping: Guidelines for Creating, Managing and

Preserving Digital Records
Digital Recordkeeping Self-Assessment Checklist
Designing and Implementing Recordkeeping Systems (DIRKS) Manual

Guidelines for Implementing the Specifications for Business

Information Systems Software
Introduction to Keyword AAA

It is your business! Records management is good business and your

business
Making, Keeping and Using Digital Records
Overview of Classification Tools for Records Management

Specifications for Business Information Systems Software

J&* (Access)

TARES T AN

Australian Government Recordkeeping Metadata Standard

Check-up: A Tool for Assessing Your Agency's Information and

Records Management

Developing a Functions Thesaurus: Guidelines for Commonwealth

Agencies

Digital Recordkeeping: Guidelines for Creating, Managing and
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Preserving Digital Records

Digital Recordkeeping Self-Assessment Checklist

Designing and Implementing Recordkeeping Systems (DIRKS) Manual
How to develop a recordkeeping policy

Overview of Classification Tools for Records Management

Records in Evidence: The Impact of the Evidence Act on

Commonwealth Recordkeeping

g~ 48 # 7 (Keep, destroy or transfer?)

TP R EEE BN
Administrative Functions Disposal Authority

Records Authorities issued to cover agency-specific core business
Authorities covering common business activities

Sentencing: using records authorities to decide whether to keep,

transfer or destroy records

Why Records Are Kept: Directions in Appraisal
% >~ #2732 %73 (Secure, store and preserve)
TR R EHE RGN

An approach to the preservation of digital records

Archival quality trademark - rules of use

Archiving Web Resources: A Policy for Keeping Records of Web-based
136



Activity in the Commonwealth Government

Archiving Web Resources: Guidelines for Keeping Records of

Web-based Activity in the Commonwealth Government

Check-up: A Tool for Assessing Your Agency's Information and

Records Management
Digital preservation: llluminating the past, guiding the future

Digital Recordkeeping: Guidelines for Creating, Managing and

Preserving Digital Records
Digital Recordkeeping Self-Assessment Checklist
Disaster Preparedness Manual for Commonwealth Agencies

General Disposal Authority for Encrypted Records Created in Online

Security Processes

Sentencing: using records authorities to decide whether to keep,

transfer or destroy records

Keeping Government Publications Online: A Guide for Commonwealth

Agencies
Standard for the Physical Storage of Commonwealth Records

Storing to the Standard: Guidelines for Implementing the Standard for

the Physical Storage of Commonwealth Records

Recordkeeping and Online Security Processes: Guidelines for
Managing Commonwealth Records Created or Received Using

Authentication and Encryption
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An approach to the preservation of digital

records

Archiving Web Resources: A Policy for
Keeping Records of Web-based Activity in Vv Vv

the Commonwealth Government

Archiving Web Resources: Guidelines for
Keeping Records of Web-based Activity in Vv Vv

the Commonwealth Government

Australian Government Email Metadata
Standard

Designing and Implementing Recordkeeping
Systems (DIRKS) Manual

Digital preservation: Illuminating the

past, guiding the future

Digital Recordkeeping Self-Assessment
Checklist

Digital Recordkeeping: Guidelines for
Creating, Managing and Preserving Digital \ Vv \Y; Vv

Records

General Disposal Authority for Encrypted
Records Created in Online Security \ Vv

Processes

General Disposal Authority for Source
Records that have been Copied, Converted \

or Migrated

Guidelines for Implementing the
Specifications for Business Information 2 Vv

Systems Sof tware

Guidelines for Implementing the Vv
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Specifications for Electronic Records

Management Systems Software

Keeping Government Publications Online: A

Guide for Commonwealth Agencies

Making, Keeping and Using Digital Records

Recordkeeping and Online Security
Processes: Guidelines for Managing
Commonwealth Records Created or Received

Using Authentication and Encryption

Specifications for Business Information

Systems Software

Specifications for Electronic Records

Management Systems Software

ADRI Digital Record Exchange

Specification

Guidelines and Functional Requirements

for Electronic Records Management Systems

Guidelines and Functional Requirements

for Records in Business Systems

Digital Record Export standard
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Date: Aug. 6, 2009

Time: 14:00~16:00

Attendants: Kenneth Thibodeau, Rita M. Cacas, Rachel Donahue, Fang-Ming

Hsu, Chiu-Tsu Fan

-~ EFAF NP URNE

Some issues related to the long-term preservation of electronic records

in ERA program:

1. As we know, the vision of ERA is that "ERA will authentically preserve
and provide access to any kind of electronic record, free from dependency
on any specific hardware or software, enabling NARA to carry out 1ts

mission into the future." How did you develop 1t? Why did you develop

your vision like such?

2. How many people and how much budget have been devoted to the ERA program

per year?

3. What kinds of electronic records are collected in ERA systems such
as text, 1mage, graphics, video, email, web pages, and database? What

are the formats of these electronic records?
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4. What kinds of format of electronic records have you ever dealt with,
such as ".doc" and ".pdf"? What kinds of storage media do they deposit

1n?

5. The life cycle of electronic records is as follows. What are the
management strategies of ERA for the electronic records in its life cycle
stages, such as creation, keeping, use, disposition, transfer, and

destruction stages?

Create Kiig & Dispose of ] f Transfer to i Preserve
records records | archives records
records 3 J

-
Destroy

records
—

6. Does ERA have any guidance the electronic records management in its
life cycle stages, such as creation, keeping, use, disposition, transfer,

and destruction stages?

Identify practical Responsibilitie
neeg? S Records Creator
] | Organize records to
— | meet practical needs NARA
=

1| Determine how long to keep
records for practical needs

—

= Determine if records should be
kept after practical needs are met

Create K?Je;;& Dispose of f Transfer to ] Preserve
records ecrida records archives ) records

T —

Destroy
records
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7. Does ERA get involved in the creation of electronic records in agencies?
For examples, creating standard format for specific types of electronic

records or creating regulation procedures for agencies?

8. How can ERA validate the authenticity of electronic records?

9. Has ERA system ever come up any difficulty while dealing with
electronic records transferred from agencies? Are there any electronic
records that can not be accessed due to the media or technology

obsolescence?

10. What kinds of strategies does ERA adopt for long-term preservation
of electronic records such as migration, simulation, or technology

preservation?

How does ERA implement these strategies?

ST HIET
Q: Are all kinds of electronic records preserved by NARA?

[17:06] It" s a very large task, you approach progressive, we don’ t claim
to have the answer for much right now. In the next development phase,
we started development to maximize the probability of success in the early

years for several reasons:

One- the national archives the agency has never developed a computer
information system, so not credible for doing what we are trying to do,
so 1f we could put a system on the floor that work, and people, all of

us, 1n government would have a reason more competence.
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Secondly- Bureau i1s changing the way NARA does its business, so we have
to go about that gradually and we have to get NARA's staff to accept the
system they want to use it. So, another part and initial choice was that,
"what will they see as important point to the National Archives business?"
And this 1s the basis of the national archives research base from the

data, from the national record information system.

Thirdly- Because the archives are very conservative, we didn’ t want to
tackle any leading edge technology problem and issue, that’s building
something with known technology we cannot work. And that will guarantee
the survival bits that were extremely important to us, because the ERA
program actually started towards the end of President Clinton’s
administration and that the systems we had in place could NOT scale the
end of volume of electronic records from the Clinton in the White House.
And that was just the very first step of copying. [19:36]Because we don’ t
trust ANY digital media that we haven’ t controlled from the beginning.
So, the first thing, we have to copy onto media that we can trust. We
did the calculations that if we expanded our legacy system a hundred times
before we finish copying the Clinton materials takes exceed through
longevity, and have to start making a second copy before we finished the
first one. Clearly that would be a failure, and we knew that what would
come 1n, though we had no numbers at that time, what would come in for
Bush would be much bigger than what came in for Clinton even though the
first development was for the national archives, the choice was less
guarantee [20:33]. It had to be there one year later, so we concentrated
on that and then for the last year, it was that ecstatic large value 77
terabytes (TB). Which becomes ours overnight, the National Archives
collecting electronic records since 1970, and since then they have
acquired 18 TB. One day, the Bush Presidential library, had 30 times the
records the National Archives required almost 30-40 years, and you can’ t
make mistakes with presidential records, because they are [21:23]just
very 1mportant. So, we spent all of 2008 once we got the first system
ready, getting ready for the second system. That system has proven
incredibly successful. Today we have completed about 45 terabytes of the
77, have over one hundred million objects from the White house. The

biggest thing that has consumed time is the White house records. For
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example: the dates we have found [21:17] over 770 cases of viral, we didn’ t
want our system crashing, so we have a virus detection. We have 34

terabytes of White house photographs, 4 million photographs, and we found
so many problems in matching the photographs to the thumb nails and the
other photographs, so that we felt like we had to start over, and ask
the White house, they honestly had made a lot of mistakes, we found in
the first batch of email, [23:07]that there were messages that had non
alphabetic characters, instead of having a name, they would give you a
corner and a box, and obviously there was something wrong there. We went
through several months with going back and forth with the White House.
And with the exceptions of the viruses, fixed most of the problems with
the final major fixing that got slowed down by viruses. [23:46]So we
haven’ t gotten to the point where we know how to preserve it beyond the
format in which we get 1t, with the White House we were able to negotiate
that for a lot of the [24:04] formats being transferred into standard
formats including White House’ s Microsoft exchange email, they did the
conversion for us from TXT files to XML format. Photographs in proprietary
applications were exported in XML form for the all metadata. Many other
cases, they agree to do some kinds of XML transfer either that, or we
did, as soon as we got the records, we expect we can preserve the XML
definitely. It's a self-describing format. There is a lot of stuff in
the White House records, such as attachments to emails. As of now, we
don’ t have any idea of how we are going to preserve, what we are planning
now in the system 1s the preservation friendly. There is no solution to
do in preservation in various data types, so what we want 1s architectural
construct which allows us to bring in any solution we need. [25:20]So
1f we wanted to do migration on various formats, we would do bringing
migration software. We want to be able as we need to bring in an emulator.
[ would avoid emulators as much as possible because they do not scale
1n many respects, overall looking at other possible techniques. We want
to be open to what the world has open to us over time. Cause we can’ t,
[25:51] even at our level, afford to develop everything on our own that
needs to be done. We collaborate with world-wide. The one major area
exception 1s that what the national archives got in 1970 was that they
still gain. A large portion of their holdings are databases and we can

preserve some first generations independent logical files, we can also
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preserve unlimited varieties of relational database. Provided that they
can export them in a neutral format, so if they can provide us with central
rectangular tables, that are related by primary or foreign keys, we can
re-send the data bases. We have system for fifteen years, so we are little
preserving thousands of data bases, and several hundreds of them are
online, and currently using those data bases. [27:02] and hopefully we

can carry that to the future as well.

Q: Is data base with dependent applications preserved?

[27:31] Most of the data bases, the longest streams of data bases, we
have collected are social economic data. We think it is the first target,
and the most basic economic accounts in the USA, and let’ s make sure we
have that data and gradually expand 1t, data on education country-wide
from kindergarten all the way to secondary education. And even data on
urgent doctors. The majority of the data bases are not transaction data
bases, in the cases of the ones of all transactions, in the cases, [ don’t
know the ones where the exceptions were that bad, the data that needed
to be preserved was the data collection and was not the [28:31] data in
the form, or in any aspect, of the application oriented. That is a time
limited thing, there is stuff out there where we would like to preserve
and need to get into the application. Not sure how we will do it yet,
but, one thing I find very promising i1s using XML for data exchange. If
they can export it, not only the data, but the various ways they present
data in XML, we should be able to handle it.

Q: [29:11] Does ERA transfer all data into XML format?

We're looking at the possibility, we are testing, but we haven’ t got

there yet.

Q: Does USA face the software and hardware obsolete?
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[29:54]Well, the biggest ones is the Bush white house. There are seven
of the applications that we were using, old versions of the software,
not only old versions, but modified for the white house. There was no
one to move the modifications, but we’ ve either been able to analyze the
data and figure out the [30:24] data transform, we’ ve been able to get
the White house in that transformation. The problem with that is that
also doesn’ t scale, 1t is FAR too expensive. We have to have more generic

solutions.

[30:41] Ya, we only did that for six applications, for the White House,
since we couldn’ t afford any more six, that the presidential library told
us that these were the most important ones. We have very few cases of
hardware obsolescence because, in general our system, business system
not our computer system, tries to deal with that LONG before the records
comes to us. We are formalizing it now, and in the bureau, and we used
to do it in a non-hot base, which we call the Preservation Plan, so the
1deal 1f at the time of record schedule, and if we say they are permanent
and they should come here, we will negotiate with the agency how they
will transfer. And first barrier is, you have to transfer in a way that
is independent hardware and hopefully your software. [31:46] It’ s been,
the few cases, because the 4, actually NARA has 3 archival lines business.
One for most of the government, one for the white house, and one for the
congress, the white house was the special law, for congress there’s no
law, [32;12] we do what they ask us to do, but for the rest of the

government, we can initiate the regulation, so we have regulations on
the books for 8 or 9 different types of application training, databases,
email, digital photography, records and so on. These are the formats that
will accept for transfer. Now, the problem with that, is obviously that
means a lot of stuff, that agency cannot meet all those aspects, 1t can’ t
transfer, but the bottom line of our regulation, which doesn’ t always
get to the bottom is, if you can’t do anything we’ ve said above, talk

to us.

[32:59] But we are, we have a business school, to expand the formats as

much as possible, we have no choice, 1f 1t in the White House until the
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person leaves the white House, it is ours. Some of the stuff we get from
the White House as a result, is we would not take, 1f we had any choice,
example being, parking lot assignments, preservations on rooms like this,
we' ve got no systems, but we don’t expect anyone will ever want thenm,

so we' re not worried.

Apart from that, we have development a three-tier strategy set up,
[33:44 JThopefully we will get most stuff before the sub suite is we
actually been doing it informally for decades, we try to get electronic
records as soon as they are in their infant stage even if the agency is
still using 1t, we ' ve had a lot of success with that, because we plan
the productivity you get guaranteed preservation of copies at no cost
to you the preservation of NARA if you need the back, you can get the
back from us. So the agencies that we have approached on that have accepted,
so we are looking to expand that, so we don’t have legal control over
some bodies but we can guarantee the preservation. Apart from that with
the bureau what we hope to do is, [34:48] the first-tier strategy is we
will keep what we will get, and we will always keep the native form, for
variety of reasons, but mainly, cause we can always start over. If it
becomes, well ideally, we would have a persistent format which may not
be a permanent format, but i1f it will last for more than 10-15 years,
well, it’s good. But if we do not have a persistent format that we can
identify, then we will look for short-term solutions such as migration.
Or even the software reviewer, inside out, product, from Oracle reads,
about four hundred formats and renders. There is a limitation to that
but at least we can provide access to that.[35:41] The third tier is we
have some kind of persistence format that is one, we are considering
possibilities and very much looking at where we can try to standardize
even though there 1s always a delta from the proprietary format to
standard format. But if you take, a large range of electronic records
catch of nature. A very large percentage of the US government preserves
those records today by putting them on the paper. So if you can add quickly
or preserve a record on paper, I can adequately preserve it by putting
1t 1in plain text version of the record, and getting a bitmap version of

how 1t would show up on the screen. So, we takea picture of how it would
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look like, got the full text which allows me to do rich text analysis

at high volume search.

[36:54]

Q: Does USA government collect Data in a Proprietary System?

[f 1t comes out of the White House, with most agencies we try to avoid
that.

Q: Are NOT all kinds of data format in ERA from ALL agencies?

We’ re looking at how we can do that responsibly and that 1s still under

construction.

[37:26]
Q : How does NARA develop its Mission? [37:43]

[38:03]So, as I said, it started with the thread of the Clinton records,
and that was eleven years ago. August 2008, when I went to the archives
of the USA and said i1f you don’ t do something, you’ re gonna have a mission
failure, and when I took three bar charts, we could not possibly scale,
we also told them at that time, i1s if we don’t have any idea how to do
this, as far as we can tell, that nobody else is going to be either. What
we' d like you to do is authorize our research so we started out as a pure
research program. The first problem we re looking at, is [38:57] was
simply scale, cause we were anticipating about 40 million objects in the
White House. So we are looking the first thing is that looking around
the government, who else 1s running a system at that scale, and we did
not find any that were relevant to us. Our neighbors next door at NASA
had a system that was targeting 12 million objects. They were all in one

format, like a dish on top of a building was astronomical. And their budget
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was bigger than the full national archives. That is not going to work;
we did find a research program that was short sponsored the defense and
the US patent office. The test collection was a legacy collection of
patent case files which had, very about 12 million records, and scale
was good and the department of defense’s interest was in distributed
computing and managing collections of that size and distributing over
the size of independent computer systems. [40:15] And we approached them
and asked, can we join your research, because we want to look at the long
term, you are looking a distribution, and you are looking at scale,
looking a precision but you are not looking at time. The patent office
keeps patent records, so they have a time problem, they were happy to
welcome us. Two years later, our research had gone far enough that the
investigator, or even more, to brief NARA’s manager, on a conceptual
solution, what an achievable discount would be like, what is the
conceptual architecture for and the way, we have no interest in advancing
computer science. We knew we couldn’t do that, what we are interested
1s looking at emerging technology that could solve problems using the
original solution and getting someone who understands them, and get
someone who could help us. So at the end of two years, you can build such
a systems in terms of architecture. [41:35] and here are several
technologies that should be available in the market that in few years
provide components to finish that architecture. August of 2000 NARA
management decided, "Yes, let’s move this from a research program, to
an actual system development program." And then, if you are going to do
something, you are going to apply your own records doing. Though we lead
them from a process through, several months, over telling us what they
wanted us to do, so they came up with the mission statement. If you have
seen 1t online, it is vivid, and descriptive. So there is this one
statement and then there is twelve statements about, this is what it means.
So, they decided [42:43] at that point, this is not a system for the
Clinton records, it is a system of all NARA. That is the way they expressed
it.

Q: The vision of NARA is quite good
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But even at that point, I started out at an achievable system and a slow
start, there were only two of us for two years and then it took us two
more years to set up a program management. At that point, I hired a young
project man, and he was very energetic, he was also an archivist, and
as he looking at the process, he said, "well you can’ t build this archive
without putting record schedules because nothing comes in here unless

!

you have one." NARA doesn’t do program schedule depending on itself.

[43:54] In an agency, on what can be preserved, so you need to support
the whole process, you need to support the whole business process to the
end. Frankly, I didn’t want to do that, because building the electronic
record is hard and all, what I made the mistake was, so if the top of
the management will do i1t, he sold the top management and went to go get

a new job.

Q: Are all Federal records preserved?

[44:57] No! Now federal, presidential, and by January
congressional (are collected). There is no law that government can’ t have
their record. So what they tell us to do is what we do. Fortunately for
us, looks like what they want, is easier for what we had to do for the
presidential. So we start a search and access system and simplify it.

[t 1s very interesting.

Q: What are the personnel and budgets of NARA [45:34]?

At this point we have roughly 35 government colleges. We have
about 30 contracts just to support us in managing applications. We have
another contract to do independent verification that is about 5 or 6.
And lucky which is being developed has 100 or more, but various to what
1s going on. Current budget 1s 56 million a year. President Bush asked
for, Obama endorsed for next year. The question for congress is for 78
and all the house senate comities have submitted a bill of full bodies.
But 1t is also, in the US government, hard to spend a lot of money, just

do prove, and on top of that, because the government has have lots of
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problems with major information systems, hoops you have to go through.
And the federal current regulations of that i1s after mail and then we
have actually two separate branches, [47:28] unfortunately, you get to
the point where you wind up spending money in order to prevent getting
in trouble, rather than on what you need. They don’ t know enough to push
you in the direction during the bests, they just want to see what you
are doing wrong, so I can get points for seeing what you did wrong. They
are not all like that, but most of all.

[48:02]

The latest report from the government the ERA’s system is not working
with its ability, tendency plan, so if everything didn’t go right, we
can have use that for the first couple of months. That was our plan, it
executed successfully. We have had twelve thousand problems inquires
against the presidential system. Since January 23, that’ s not bad since
you have and the reason that there are not more, that they have to deal
with all those people, so it 1s a human not the system they sighted us
because we only inclement five of 13 best practices for earn value

management. [49:05] What they get in sight is that they didn’ t define
themselves 13 best practices until after they did their review, so they
didn’ t know what the best practices were. What they didn’ t sight, except
way down, details for it, or that we fully inclement five and partially
inclement six. So they re only two that are not doing, and the two that
we looked at, they said this is the best practice, they said they could
do that. So we adjusted the best practice; both in a few months. Only

do five, or fifteen, so they are lies.

[f they ever find fault in things that are really probable, they would
benefit, but when they make up problems, what is up with them?! [49:55]
When they make up problems, it is just that they do not understand software
at all. Yes, I think we are incredibly successful I was there and we got
from the president and it was total chaos and we got, boxes and boxes
of computer tapes. Why someone ever thought that a dispatch was a portable
media, because 1t only runs on a systemic cane. It was sent back to us.
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So, we spent time on what was on the tapes? So this time, we knew everything
that 1t was coming, we had an agreement with the white house, and

organizing as Rachel mentioned, we got them to let our storage unit on
our computer system, which is much faster with communications. We can
pick up the sand with 40 terabytes in 3 hours. And when we got there,

[ just picked it up, and it was just instantaneous. [b1:16]

Virus

In finding about 700 thousand or more viruses, it's a problem for us,
we think our virus detect is too good. We’ ve seen cases where i1ts been
detecting tracing viruses that have actually been removed, so those are
false positives. We rather have the conservatives up than have your

machine crash.
[51:46]Q: Take virus as real or eliminate it

We have a three part process. As soon as we detect 1t, we write 1t off
to a disk and we put a surrogate in its place. Sometimes it is mediated
on what has been deleted. But the virus doesn’ t stay in the main systen,
they will send the virus copy to the security, and ask them if 1t really
1s a virus. Although we didn’t anticipate this volume, we cannot have
people reading 700,000 files to see if it is actually a virus. IF we
conclude there is a virus, we 1l run i1t against a software that removes
the virus. And then we send that purged file back to the system to replace
the surrogate that they brought the record file up, then they would know,
this 1s not the original, they took the original out because of virus,
but this is a copy they could read. I expect in the least 80% of the cases,
the archivist will know the virus is not right. If we actually have a
emall message within the system operation, or at the White House, and
say, we caught this file with a virus, and we need to be aware that this
1s on our system the record i1f it is just a virus on someone else’ s email,
than i1ts there, like we found the dirt in the envelope, you can throw
the dirt out and keep the envelope. [53:56] That is how we approach the

viruses.
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Q: Do you eliminate virus and put them into managed storage?

[t will still keep the offline copies, 1n case we ever have to go back.

Q: What 1s the Record Schedule?

[55:13] Basically, look at what kind of records the agency creates and
the systems they use may change over time, [55:16] that attempts to be
very stable over time, and the system they used changes a lot. But the
kinds of records they created have stayed the same. What kind of records
they have, we will always take their policy files. We take, as a rule,
all records of the military operations goes in the categories in the
records. Your creating needs is what you want. It is a critical data base
1s what is wanted. And the decision guides them. and that is the body

of the record schedule.
Q: Is record schedule issued by agencies or by ERA?

[56:07] They draft send it to us and only becomes official [56:10] when
we approve 1t. Cause under the federal actions act, no agency in the US
government can destroy any records without our permission. So, for broad
categories of housekeeping records such as payroll, supplies, and

building management, we issue government by authority. If it is a contract
record, or for a major contract, you have to keep 1t for 6 years after
the contract ends, no matter where you are. For agency, records that

relate to agency missions specifically.

Q: How can you develop the retention period of records?

[67:27] As a rule of thumb, we never question how long an agency wants
to keep a record, for i1ts own business, when they are done with i1t. We
just that less than 5% of what we say, when you are all done, send them

to us. There is an even smaller percentage of the agency where there is
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where we need to keep them forever, and we agree. Very obvious is the
geological serving as long as we are responsible for metrology, we are
gonna get what we can collect for this is a very long-term process. So
we say, 1t 1s permanent, you keep 1t, so whenever you decide you don’ t
need it, you got to come back to us and ask whether we need. But most
of the time, when they say, we need this for 20 years, you know it’ s your

business so. This is just what happens after that.

Q: What is management strategy for the electronic records in its life

cycle?

[58:46] That's really a NARA question, than ERA, we are just a system
shop. We don’t do any records work, I am an archivist is to make sure
that stays the case. We are building a tool for the agencies, the agency
still controls the business. So, a lot of the basic ERA of the basic
strategies is that NARA starts to visit that. They set up task of a very
reasonably guide management where there is a lot of information available
on our website, that we hope that our change in the next year. Even the
guide list to the agency, 1f you go to NARA. gov, than one of the options
of record management of government, or the regulations, or they have
something to go on electronic records tool kits. It goes beyond the

guidance. For example 1f we find an agency that is doing something very
well we will sight as examples and go to the website and see how they

do 1t. There is a lot of information.

One interesting thing, that presidential is very different. We can't
direct the white house. But the Obama people came in and asked us for
guidance. So we are actually talking to them about how they will set up
their new systems, so that president Obama leaves office, the transfer
will be easy. We think i1f we can work out agreements with the White House
on Web 2.0 technology. We can use it as an example to the rest of the
government and say, this i1s how the White House does it for us. We are

in a very good position. Cause, you know, you have to do it.
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Q: Does ERA provide guide or help to the system or management strategy

of agency?

[61:14] we just not in the system, we don’ t have enough staff to do that.
We had a program for a while to target the system for agencies we thought
they needed help for developing, but we found out we don’ t have enough
staff to do that anymore. Current trend is we just issue the guidance
and you figure out how to do it. We try to listen to the agencies while

we are developing the guidance. It 1s our purpose.

[62:24] Retention period is developed by agency

For most things, it is by the agencies and approved by me. One think we
think ERA will change like the agency will needs for help. And it serves
for $300 billion dollars per year, huge medical records. Occasionally
we will find unusual records, research records. We discover stuff that
was unusual. I would call the National Archives, "how long will the other
agencies keep these records?" Well, then you have nobody to tell you,
because even though there are record schedule of microphone, we didn’ t
know where to begin to look. We begin all the schedule on bureau, the
agency can get online and say show me some examples of the agency’ s
schedule records, cause I think when we start, quires start gets schedules.
[ found that when I went to the Health, they had records in different
institutes, and the same kinds of records, one would be 3 years, one would
be 7 years, one would be permanent. So I say this doesn’t make sense,
since we can’ t do that systematically for the government. A couple years
with bureau, the problem is that we have tens of thousands of schedules
that have to get into. But still even 1f we knew, 45 agencies keep these
records installed 1f agency 46 comes in and says we have a special need
we can keep them longer, whether it 1s system more quickly we start out
by trusting them, not considering "why are you different". We cannot say

no to this.
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[64:58] Is retention period determined by logical meaning instead of

physical department division?

There is a bit of a compromise we would never, as I said, question ever
how long they keep 1t. We also try out a way that makes it easy for them
to give it to us. For example, physically everything the bureau collects
1s permanent, and we will collect from the 1960’ s in digital form. Well,

we start to collect from the 1960’ s and in the 70’ s. they always consider
just a word cause we have to make a copy of that, but that, in early 90" s
we looked at what they were doing and sent for, not for the original return
but for the public files, [65:58] they have no personal identifiers. When
they create those, they send those to the state, so when you are doing
that, why not just add one extra copy of everything and send that to us.

[t 1is not an extra task but one more copy. And yeah that would be easy.

So we agree to take it at the time they make that copy. For big research
projects, for example, we like to get the data as soon as possible when
research is done, so if we find problems with the data, my rule of thumb,

1s that there is the 6 months half life. If you can get to the technician
who wrote the copy for you in 6 months, there’s a good chance they will
remember what they did. Every 6 months, they will forget 50% of what they
did. [66:52] So you got to reach them quickly. But, there are some research
agencies, they don’t do a lot of researches. So, it is hard for us to
do a lot of transfers. They can keep the stuff for 5 years, bundle of
together, and at the end of 5 years they will give us all research data.

And they are happy with that. Because another agency, which has taken
stuff for years 10 years from buying i1t and 15 years, and at that time
1s said, but at that time 1t says 10 years, but now we have it at 1b,

we don’ t need to do anything more than 5 years, sowill you take everything,
and that’ s fine. Of course, you know. it is good for you and we will take
1t as long as we get 1t. How long they keep 1s up to them, but we negotiate

when 1s the bet time we can get i1t back to us.
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Q: [67:48] What about the destruction of electronic records?

That is entirely in title of agencies. [68:38] The only area will the
government guide them is not coming from us is for the records identify
individually. That is got to be a disturbance. They got to make sure they
destroy if i1t comes to us. They generally, the agencies, will surplus
old computers with a bit of money, and in the past, a lot of agencies
have sent the computer tape to landfills, to three approach to that, but

1t 1s entirely up to them.
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