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1.% % Java JDK > I AN

http: //www.oracle.com /technetwork/java/javase/do

whnloads/index.html] -

2.% X MySQL  Server - T § ¥ oy

http://sourceforge.net/projects/mysqlmirror/files/ °

3.% %  Apache Tomcat - T @ # u

http: //tomcat.apache.org/download-70.cgi °

4.% % Preservation Pathway - T % % »

https://github.com/srnsw/Preservation-Pathway/down -
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ﬁ&ﬂ State RECOI"dS Collection Search or

Home About Contact  Visit The State Archives Collection Recordkeeping NSW public sector
Government Records Repository

You are here iHome — Digital Archives — Preservation Path Login

Digital Archives

Digital Preservation

Welcome to SRNSW Digital Archives Preservation Path

Digital Callection State Records is the NSW Government's archives and records management

Preservation Pathway authority. We manage the NSW State archives collection and set the rules
List all Pathways and provide guidance on the management of official records. Our off-budget
Find by Formats Government Records Repository (GRR) provides records storage services to
Find by PUID the public sector. We are part of the Department of Finance and Services

and our Minister is The Hon Greg Pearce MLC, Minister for Finance and
Services, Minister for the Illawarra.
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(1) 8:-:% "Login | -

ﬁ Al A&
L
NoVY | State RECOI’dS Collection Search or
Home About Contact Visit The State Archives Collection Recordkeeping NSW public sector
Government Records Repository
You are here ;:Home — Digital Archives — Preservation Path
Digital Archives
T Welcome to SRNSW Digital Archives Preservation Path
Digital Callection State Records is the NSW Government's archives and records management
Preservation Pathway authority. We manage the NSW State archives collection and set the rules
List all Pathways and provide guidance on the management of official records. Our off-budget
Find by Faormats Government Records Repository (GRR) provides records storage services to
; the public sector. We are part of the Department of Finance and Services
Find by PUID

and our Minister is The Hon Greg Pearce MLC, Minister for Finance and
Services, Minister for the Illawarra.
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" Submit | -

Administrator Login

You have tried to access a protected area of this application. By default

you can login as|"admin"}, with a password of ['"admin”

Name =
|admin

Password =
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i) » 2hiE T Create new Pathway | @ = BE3R A 5 & 3
e

ol ) Crate Pressrvation Pathway
Cigital Pressrvation

== = Input PUID a
Digital Collection |
Preservation Pathway
I Create new Pathway I

Tool PUID =

List all Pathways

Find by Formats

Find by PUID

Output PUID =
Purpose

Create new Purpose

List all Purposes —
Description

External pathway

Purpose : | Not spectiied [+

| Save
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(4) 233 TDOC ,~TODT , 2 " OpenOffice ; = PUID -
# g PRONOM # 4 u|#i; » %34 DOC ~ ODT %

OpenOffice » g ¥ T Search | # 4& -

" http://www.nationalarchives.gov.uk/PRONOM/Bas

icSearch/proBasicSearch.aspx?status=new |

Ceookie policy | MyPage (not signed in)

AThe National AI’ChIV&S Search the archives

Advanced search

About us Education | Records Information management | Archives sector Shop online

‘You are here: Home = Information management > Our projects and work = Digital preservation > PRONOM > Search: PRONOM
. T Welcome :About (@ Add an entry
:.-e..-. rck ?Help [ Information resources

The technical registry

PRONOM

7 Help : Simple Search

Search : Simple Search

Wendor | Lifecycles  Migration Pathways

Simple search | File format | PRONOM Unigue Identifier = Software

1. Search
Enter a simple search string and then click 'search’.

|pog]

Search»
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’

[hadg2

BeF) TTNTRNEEER S

= & 1537 8hE T Save | (573 o
Crate Preservation Pathway

Input PUID =
fmt/37

Tool PUID &
x-sfw/257

Output PUID »
fmt/ 136

Description

External pathway

Purpose : Fresentation |=

Mot spectified
Preservation |

Save
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(6) 71312 % 4k2 FH > ¥ 3 Listall Pathways | i #%
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Digital Archives
ID Input format Tool name Output format
Digital Preservation
o . 30 Microsoft Word for Windows COpenOffice CpenDocument [t
Digital Callection Document Writer Text

Preservation Pathway
Create new Pathway
Find by Formats
Find by PUID

Purpose
Create new Purpose

List all Purposes

B 7 A igH

(7) 72 242 BF Rdefp R R B ER RS2 EE
152 PUIDZ Lff > L @8 pehs % f 22

EPHEERLT E -
Input PUID:
Fmt/37

Input format:
Microsoft Word for Windows Document

Output PUID:
fmt/136

Output format:
OpenDocument Text

Tool PUID:
®-5tw /257

Tool name:
OpenOffice Writer

Purpose:
Preservation

Author:
admin

Creation date:
2012/11/13

Deprecated:
false
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- 10 -



2L 8 %38 B 2 A BB
bl &1" i W’H‘—_?ﬁ’é-»ﬁ—ﬁ‘_p"r‘,l' 240 %

Digital Archives

ID | Input format Tool name Output format
Digital Preservation
== - 30 Microsoft Word for Windows OpenOffice OpenDocument &
Digital Collection Document Writer Text

Preservation Pathway
Create new Pathway
List all Pathways
Find by Formats
Find by PUID

Purpose
Create new Purpose

List all Purposes

(9) 7 RTH 46 it~ EVRLIE LT P LT g i
RS E R S R RLE T RET
RS CEREE SR UG- S

Update Preservation Pathway

il

Description

External pathway

Deprecated:

=

Deprecation description

Superseded by :

Internal mapping (For Developer)

Save

B 10 378 P 7 4 4
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(10) ¥ %% " Find by Formats j #ij » R ot 1230 &

RSN A B ke FH o

EHGHal Kxies Input format : [Microsoft Word for Wir

Cigital Preservation

Output format :

Find

CpenDocument Text
Cigital Collection

Preservation Pathway
Create new Pathway

List all Pathways

Find by Formats

Find by PUID
Purpose
Create new Purpose

List all Purposes

Bl 1156 "Find by Formats |, 39 © % &2 i 8

(11) ¥ 7 %6 "Find by PUID | #§ » R odh % 15 £
PUID k 3975 = &drit * Ry HE2 FH
Input PUID : fini/37

Digital Preservation Find
Digital Collection

Preservation Pathway
Create new Pathway
List all Pathways
Find by Formats

Purpose
Create new Purpose

List 3l Purposes

Bl 12 "Findby PUID |, %342 %42 8

_12-



RIES RN R R
BT R R R 208

(12) == g% p &> 23 T Create new Purpose | i =

EE P T o r ERRIE AR 2

#c

Name =

i
must be greater than or equal to 1

=

S

aﬁ%)\%i

s 3EhiE T Save ) BETF o

Digital Preservation
Digital Collection
Preservation Pathway m

Craate new Pathway

List all Pathways

Find by Formats

Find by PUID

Purpose

ICreate new Purposel

List all Purposes

Bl 132=2#3% P

(13) 7 & e 222 2 p s ¥ 8% [ List all Purposes |

~ AV >4 Y ' 2 ~ i. > = » 2 3
ERpage p o gE S0 HEe L

s Sl Lap g mag T B g

p e
Digital Archives
Name
Digital Preservation
Mot spectified & [edl E
Digital Collection Al E
Praservation Pathway Presaiition & 4 S
Create new Pathway Preservation & = =
List all Pathways 1 & B E

Find by Formats =7
|4 List results per page: 510 15 20 25 | Page 1 of 1

Find by PUID
Purpose

Create new Purpose

List all Purposes

Bl 14 5392222 peh
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OPF 2z_ xcorrSound 7 %

Open Planets Foundation(OPF)#% it $c > ik 3 e7f i3> %2 &

o THRF YT R P BE B E TR A Planets & %k o ¥ F AAFRINA
xcorrSound 1 & ¥ R B4 AR K Bk 14 T H4H 4 xcorrSound 1 B B 7

Krgienl -

v

- M

=

:\zt

vz — 5 b

~

xcorrSound 1 E & i* ¢ B ** SCAPE %3 ~ i¢

=

EEEE 2 FHH T E 5 LR e B AL ek
LA HRES iﬁk? #p % & o xcorrSound 1 £ ® i+ § B % i 40 A

(GPLv2) ¥ j£_ https://github.com/openplanets/scape-xcorrsound.

1* ° Readme FEMNFEEZELE & P o

- ~BE R

xcorrSound 1 E E 23 R B P s @ ﬁ It Il

a2 B A A HEAF AR E T L LR
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OPF 2 xcorrSound /i %

BT XAE
(-)RFEREZ R

# {7 xcorrSound 1 £ B 2 pF > R E AT ITERRE

AR AT ARELTE D RP AT o

. % Ubuntu & Linux - 7 §% &% 3z

http://www.ubuntu-tw.org/modules/tinyd0/ -

2. % % fftw3 library - T % % »

https://github.com/openplanets/scape-xcorrsound °
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T~ R ITHW

R rgm = BdE 5- BEkimEL L LA

=

His = B 5852 WAV 255 00% o blde @ % - B S8k
a1 L LA T . /scape-xcorrsound/xcorrSound | 3 ¥ = B ¥k i

WAV #5545 % M 4 % 4% FPmpeg % MP3 38 # % 2 WAV
KL Rz B LB E WAV 4% 0 2 HE41% MPG321

#-MP3 V8% 2 WAV R34 % > 4o Bl5r7 o

silvia@ubunku: ~/test

encoder : Lavf52.111.0
Duration: 00:083:15.80, start: ©.000000, bitrate: 128 kb/s
Stream #08:0: Audio: mp3, 44100 Hz, stereo, s16, 128 kb/s
[graph @ input from stream 0:0 @ ©x33708c0] tb:1/44100 samplefmt:s16 samplerate:44100 chlayout:0x3
Output #0, wav, to '9 ffmpeg.wav':
Metadata:
major_brand : mp4z2
minor_version 3 6
compatible_brands: isommp42
encoder avf54.15.102
Stream #08:0: Audio: pecm_si6le ([1][e][e][@] / ©xBEO1), 44100 Hz, stereo, s16, 1411 kb/s
Stream mapping:
Stream #0:0 -> #0:0 (mp3 -> pcm_s16le) 3
Press [gq] to stop, [?] for help
size= 33593kB time=00:03:15.00 bitrate=1411.2kbits/s
video:0kB audio:33592kB subtitle:® global headers:8kB muxing overhead 0.000134%
silvia@ubuntu:~/testS mpg321 9.mp3 -w 9 _mpg321.wav

High Performance MPEG 1.0/2.0/2.5 Audio Player for Layer 1, 2, and 3.
Version ©.2.13-4 (2011/09/29). Written and copyrights by Joe Drew,
now maintained by Nanakos Chrysostomos and others.

Uses code from various people. See 'README' for more!

THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTY! USE AT YOUR OWN RISK!

Playing MPEG stream from 9.mp3 ...
MPEG 1.0 layer III, 48 kbit/s, 44100 Hz stereo

[3:15] Decoding of 9.mp3 finished.

silvia@ubuntu:~/testS ../scape-xcorrsound/xcorrSound 9_ffmpeg.wav 9_mpg321.wav
Match found.

Match at sample number: 16483

Match at second: 8.373764

Value of match was: ©.777485

silvia@ubuntu:~/testsS I

Pl % B m 1 Value of match was:0.777485 > 2 #ci® g ~ >

’lqz-\ ’%’ﬁ'ﬁ-ﬁﬂ—’bbii— %*Bﬁj}i\_}r—s o Kk Z_ 7§{fﬁ‘ﬁ,J\ ’fl.f-\r\'{é.

\ .

FARL  vHBRAPNARGN PEER T 1
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BitCurator 7 %

£ ~ BitCurator 1 %

BitCurator £ 2 R+ 2 X QA EFTNERIFAEF L85 L

e

LA SR E R B - R RONEA D R g A
ﬁ\&’fﬁig—f‘fﬁil"' Foh Bl £ oo g -ﬁ'\?’ h- Bri- hHE SHEE P
28 PRI PRER R DAL AR RET
A2 AT T 7 MR PR BT e 3t TR o
BitCurator 3 # 38X £ 24 p w7 & + & 481 Linux 5 A#H

B Fa E R B - B e (R4 nj{g‘:?,_ 3

BT RIAH - R IREF R

-~ Kitma
T A B e B TR o
(= )F* Bt i
BitCurator & * % & % = > B4 avp d #5040

s

Guymager % aimage ¥ 1 £ > j& & fEeidt ~ kit~ FEA A
28 R & A B ARE P g R AR T et oo SR8 chpk R
FOLE_E A2 RV 4e RAW(E 3 7 F#L5R) ~ AFF(the
open source Advanced Forensic Format) & EOI(Encase's

proprietary image format) o

12 AFF % B SR8 et 5 i s b p h 35 5
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BitCurator 7 %

BB BT T RS ARSR S T A MBS
35 B B A L _RAW Pr b ? BB TR T Agh %

S R A R AR BT e TR

Source media

Alternate

g ————

Forensic write-hlocker (hardware Software write-block

! .

Host system

Imaaging software (Guymaager)

(
|

—— —— —— — — — — —

¥

AFF packaged image(s) —)[ Bulk processing scripts

Alternate l

—TTmTTmTmTT T/

E01 packaged image(s) Image capture techMD

¥

Scripted metadata export to archival, library standards (EAD, METS)

Bl 16BitCurator % (T p: 425 B

(2)ERATLE FERF A 2 R A

BitCurator % & 4 % & 5o 45 2 0 FRIR & A A#H chEs
FoHFIL PR B A R B chfs A AT T o BitCurator
Frul:R A & Simson Garfinkel % #7473 ch1 & fiwalk » 12
XML ﬁ;‘ﬁ%ﬂz@é?ﬁﬂé F RN §o5t i 5 SN A S S

SECERE A SN R EaE SERTR AL RNk e

%
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BitCurator 7 %

BitCurator i# # 7 Garfinkel B % 77 Bulk Extractor 14 {<
S b e R e e L 8
S V(R B A PTREERRE O 0 3T R B PR

email ~ ¥ 2= % i FEA NI F LS

Capture and image metadata
Forensically packaged image > Log, device info

> Filesystem report, DFXML

Filesystem metadata extraction (fiwalk)

File =-= disk block map

Y
Image analysis (filesystem, sensitive info)
> Bulk Extractor
Cutputs
\ f
Reporting plug-ins (Python [ C++, lihharu) Annotated feature file
Reprocessed by
Wiewed in
k
Bulk Extractor GUI
)
Raw reporting data (XML or document stream)
. 8 1
I- PDF Repors: file distribution, sensitive info, hashes, etc.

Bl 17 # * 2 SR TR ASLALE F)

(2)F A i

BitCurator & * 3 fH @ h1 & b g % F BT A

i R BT e B MAET R o ¢ AR
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BitCurator 7 %

WORRIE R R 2 R B e etk AR AL bulk
extractor #7 T_ il A /F 4 TR A E f AR ¢ ot
f& o I 41 * Vassil Roussev's sdhash tools 2+ & % 4p 02 & -
F1* Python scripts 4 17 & #ij !t Windows 35 4 54 > £

* ClamAV fé.ir}ﬁafi 2 ER R A YT o

Forensically packaged image Capture and image metadata
or live file system mount

Log, device info

) J

Filesystem report, DFXML

Filesystem metadata extraction (fiwallk)

File =-= disk hlock map

Image analysis
(filesystem, sensitive info)

Fuzzy hashing utils (ssdeep, sdhash)

Automation scripts (BitCurator)

Y Y

File similarity report (by file pair) File similarity report (cluster)

Wirus I malware scan (ClamAY)

Y

Malware reports (<ML, human-readahle)

Security and malware status

Extraction of user
identities and acti\rih,r‘

Windows Registry analysis (reg2XML, similar)

Y

XKML registry reports, human readable summaries

W 18 FHA R H
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B 8 B % 4p M HF
BitCurator 7 %

(2 )3l 7 A )

BitCurator 14 Digital Forensics XML(DFXML)z" - 4x
32 2R TR 5 5% (preservation and archival metadata
formats) % % e 7] i @1] 41 o DFXML @ A& % * ez g1
B¢ LA 4 AP - il LB 0 8228 DFXML B
FRFARESTR LR LG F Y ERP .

Pt o fE ~ PII identificion g H fs #3381 £ & 4 e
DFEXML ¥ 1§ % 3 27 H fo 034~ 2 22 B M4 50k & 4o METS

2 EAD % = 5 BjFf 7fle ﬁi%]:' o

Capture and image metadata

Filesystern metadata extraction (fiwalk)
— i
I

Bl 19 224F 7425 )
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BitCurator 7 %

s ZHEZTR
BitCuartor P # F it & % & 64 =~ efl WE T (35 Lm
BRBEE) EREEVE 2 ACBs R E T mB R o &

$H4RBP A TR R BT RE R K el o p

= CPU(4r Intel Core i7)% 3 - 8GB ez i 48 -
Poave SrPRR(S L~ FRF)THEMESE T o
(- )— &F nBFRERR

Athlon 64 x2 2800, 2GB DDR2 RAM, 250GB SATA

(5400rpm, 3GB/s) °
(= )a ik (Dell OptiPlex 980)

Intel Core 17 (second gen), 8GB DDR3 RAM, 2 x 2TB

SATA (7200rpm, 6GB/s), ¢t 3R 8 B o
(= )&z 1 vk (Digital Forensics FRED, No RAID)

Intel Core 17 (second gen), 8GB DDR3 RAM, 2 x 2TB
SATA, 1 x 1TB SATA (7200rmp, 6GB/s), 1 x 250GB

10000rpm WD Raptor -
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BitCurator 4 %

=~ Bk B % E(#* Virtual Box) -

(= )T & A7, & i 0racle VirtalBox % Oracle VM VirtualBox

vk dr 1 B & o vh4r 1l B

% 3% USB 2.0 % # chig i€ o

RS

(= )= % VirtalBox o

M-

(Z)T ar*“ BitCurator & % » * /|- ¥ 2.5GB -
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R E i85 B2 4p ke
BitCurator 7 %

= ~ & % BitCurator #, {7 Tl 4 ji

(- )Nautilus #_p 22+ Ubuntu Linux12.04 B2 % & #h % ¢ 2
I E o Fa st Windows fhE g o OB —‘F'fo:_

script #4v p TERF i 0 RGP T FHTE L SR E o P

Nautilus %r# 14§25 85 34 (7 ficdg &~ on > 117 &8 *  Nautilus

KA FRA A

E Desktop 1 ]
i Documents - = |

= Desktop Documents Downloads
&l Downloads

& Music 2 - .

i Pictures ﬂﬂ '3 - j
B Videos Pictures Public Templates
Z_ File System

& Trash j

Hotwail: Examples

sl Browse Net...

B 20 Nautilus & &
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BitCurator 7 %

(= )£+ 2 % 30 MD5 3%
1. B ¥ Nautilus ¥ 45 91 12 & 2+ 5 MD5 s % B2/ o
2. E P

3. Uk R+ ERF Bl 0 T8 Scripts—BitCurator

—File Analysis—Calculate MD5 > 4] 21 #7157 o

Downloads

Computer Downloads

ll Home
& Desktop — :
7 Documents - -
&l Open With Archive Manager
il Music & open with Archive Mounter
@ Pictures Open With Other Application...
i@ videos Scripts “'"‘ e, rnin - P'
& File System C‘-'" Filelnfo '
& Trash o0y Show File Detalls Find Files »
Network Make Link show File Type Open Browser as Root
isi Browse Net... Rename... Show File Type (mime) Safe Mount
Copyto ! ViewinHexeditor save as Evidence
Move to 2 | ViewFile Contents

Move to Trash

Extract Here
Compress...
Send To...

Properties

“be_nautilus_scripts.tar” selected (348.2 kB)

B 21 i% # Calculate MD5 % &

_25-
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BitCurator 4 %
= = 2L F L YRl k£ A Lk Al s PF 2
MT % A ,‘:‘3‘% E\‘ Ay 1F *ﬁ},’-’g&;(? DT e
g g & 7 & > 2. v = )
FoE L5l BIRELEGHE)
S-pespacer Downloads
8 Home
Ed Desktop
[l Documents
i wrﬂéads
i Music
im Pictures
iH Videos

bitcurator_
. File System

- =» Q search
nautilus_scripts.tar
™ cCalculate MDS5 (Files and Directories)
8 Trash Please choose the way youwant the MDS5 hash ko be presented:
L (1 File(s) selected)
Network Handling
izl Browse Net... | @ pisplay on screen

save to file (the selected filename + .md5 extenion)

Cancel

"be_nautilus_scripts.tar” selected (348.2 kB)

B 2E#E%TRE

-

™

5. FERE TR ERARLGFP P &Y o EEE

L R R AT Y o

— -

N
N

’
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2 File System Access: 2012-D6-05 12:57:52.947894798 -0400
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{ |0POEEE12|96 PO FF FE 00 B4 2A 00 FF E2 OB F8 49 43 43 5F 50 52| [...... e Icc p
ety [00BOOO24MF 46 49 4C 45 00 61 01 00 60 OB E8 00 00 00 00 B2 ©6) OFILE.............
0000063600 @0 6D 6E 74 72 52 47 42 20 58 59 5A 20 87 D9 0O B3| |..mntrRGB XYZ ....
0000004800 1B 00 15 06 24 B0 1F 61 63 73 70 00 00 0O G0 00 08 |..... $..8C5P. . s van
—File hppeoeESAlGe @0 00 0O 60 00 A0 00 A0 G0 PO 00 00 01 00 00 00 86 |..................
B ra! \9pEEEE6CIDE 6O B OO OO OO F6 D6 6O 01 6O 00 00 B0 D3 2D B0 BB |.......ueuu... =
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0000GOFCIe@ 06 0A 7C 0O 90 60 14 6D 65 61 73 00 OO OA 90 0O 00 |...|....meas......
DOPEO1OED 24 62 6B 70 74 00 00 DA B4 DO 0O 00 14 72 58 59 5A| |.sbkpt........ rXYZ
Signed 8 bit: | -1 Signed 32 bit: | -520103681 Hexadecimal: | FF
Unsigned 8bit: 255 | Unsigned 32 bit: [3774863615 oOctal: (377
Signed 16 bit: .-9985 Float 32 bit: | -1.474861e+20 \ Binary: | 11111111
Unsigned 16 bit: | 55551 Float 64 bit: | 4.129770e+30 Stream Length: |8 ] f.;'J
& show little endian decoding Show unsigned and float as hexadecimal
Offset: 0
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