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Institute of Standard and Technology - fif NIST) 2 {EfkE22n) » HEETEEFF

iz 2 F P53 [F)#£ AIj(Common Criteriafor Information Technology Security

Evaluation - f&ffi CC) » H CCEB(Editorial Board)# % fHEH {4
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7.1 £ NIST M7 T 2R AH 22255k NIST FIPS PUB 140-1 -

7.2 1994 £ 11 H - 1SO Bt TEARM A R ISR < T0F -

1996 . 1 H : CCEB i T CCL.Ofiif °

1996 4 3 H 30 H : CCEB M Afi S HEEES CC L Rl HE R FL 5 0.99b fifg -

1996 4 4 H : CC1.0 % 1SO/IEC 15408 HiZ -
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1999 £ 8 H » Eid e P53 [E /5 7:(Common Methodology for Information

Technology Security Evaluation » f&ff CEM)ZE 1 flv/ M e

1999 4 11 H 18 H : SLEFER BArAFHE =247 17 NIST FIPS PUB 140-2 %< -

2000 £F- 8 [ 30 [H - NIST 2% FIPS 140-2 K LI CC Z BIHEEERT » WBIHERS

CC G RAH PRAE S -

200145 H 25 H » Z£[& NIST A6 17 CC & FIPSPUB 140-2 -

2002 £ 4 [ 19 H » Eifddlr e eat itk [ U758 LlakioAn s A4 H 25 H »

ISO/IEC JTCL/SC27 j& HAlf = |SO/IEC 18045 WD(Working Draft)Z5 1 i)y »

2003 4 6 H 30 H » ISO/IEC JTCU/SC27 A\ AitREERA FIPS PUB 140-2 ;2 ISO/IEC

19790 WD 45 1 i »
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Frh B2 (Security Assessment for Operational Systems) 2 ISO/IEC TR
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19791 WD #; 1 5 -
20 2003 4F 12 [ 31 H - CCEB /Mfi CC2.1 2 138 JEfE . F8% » 3t 36 JHf
AL (Final Interpretation - i FI ) -
21 2004 4 1 H > I FI > CCEB /347 CC2.2 g

1B A

S
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{&5] » CCEB M5 #)) 256 iz {02 CC2.4 Y -

CC 241y TCSEC ~ ITSEC il CTCPEC F{E-E; » 4 FS#% F {53 1146 (Protection
Profile - f&1ff§ PP)&iZe 22451 (Security Target » fjfff ST)REE AN AMHE E & Bl
A — BOSH#L B A S ECRA L  ME H RS ERE = - /2 CC th > PP 4
P TS MEE FIERR L2 R rlRE AR L 2RI ST ANE#E TE
ANz il B R (Target of Evaluation - f&jfff TOE)ATRRIATZ L 27K
BRI AT I ISR 5 > S S A s BRI ET » £ CC > DhRERH (T
(Component) 2%/ PP Bl ST iyl 4 27K © CC AR 7 H ARSI 2h
REAHIFRYZ Rl PRASTR SREYMTE - AE(ET] CC RYIH L DHRERLITHT » FILHAEHF
PRI - vt CC . ZRdas ~ Bpadtilignflb%d] - B 1997 4£ 10 H 7 HiEl » EB
LA T HAHBE A ER TR - St 1999 4 5 H 14 HEEUE e - HLA IR Bl
SR HIZ AR TR = RV HARRETRL Sl FOR SR -

= BB e FRERIERARE

St [ HE R i (Paradigm) AAEHEEGEE © 1SONEC 15408 JRE[ CC)

{RiEHF@ (Protection Profile)  (Bckitag 5 204 (Request for Proposals)

22 (Security Target) fti# (Proposals)
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R GG AARERIEL AR

SHH R [EME R — B EAF i 2 2 M 3 A ¥E HI|(Common Criteria for Information Technology

Security Evaluation -+ fiffi CC) -

365



A TN
\\\M ’/,,

EXEENEREHE

366

2= |SO/IEC 15408 3zt Hstifs sk

8
S

1997 4£ 10 H 7 H > SEBIAE 7 #H4 ISONEC 15408(LL Ml CO)Mi iR ReqE
eI PTEE, 2 TTAP(Trust Technology Assessment Program)Laboratories: 257 fiidd
Y CC ZHIEL A5 T.1/F » = NIAP (National Information Assurance
Partnership) CCEV S(Common Criteria Evaluation and Validation Scheme)z 2z
YL R e A E TG 5 -

1997 4 11 H 8 H - TTAP ik CC 783 - Bt TIrak -
1999 - 4 H » SEE] ~ JIZER ~ f8E] ~ e ~ A IL[A] %% CCMRA(Mutual
Recognition Agreement) - FEEABGMN ~ mr KHAA& BORAEERTINIA

199945 A 14 1 » RS T CCRFEaTE - MR EAm R =R
HALLETE -

1999 .6 H 8 H » S E 4 CC 2.1 il F=/ % 1SO/IEC 15408 -

2000 4= 5 H 23~25 H » £r3£[E Baltimore International Convention Center £
25 1 % CC BB & -

2000 4 8 H 30 [ » ZE[E2\ 5 Computer Science Corporation(CSC) » CygnaCom

U

0

Solutions, Science Applications International Corporation (SAIC) B TUVIT
Incoporated 4 ZZ R EEZ=CLEE NIAP BJ7En] CCTLs(Common Criteria
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TV EFEML TR TR

R R &35 MM (Comp onent)
e & 1] AMh REE B
(Class) (Family) |EAL1 |EAL2 |[EAL3 [EAL4 [EAL5 [EAL6 [EAL7
FHREEHE [ACM_AUT 1 1 2 2
ACM_CAP 1 2 3 4 4 5 5
ACM_SCP 1 2 3 3 3
ZfFl  |ADO_DEL 1 1 2 2 2 3
T
ADO_IGS 1 1 1 1 1 1 1
BrE ADV_FSP 1 1 1 2 3 3 4
ADV_HLD 1 2 2 3 4 5
ADV_IMP 1 2 3 3
ADV_INT 1 2 3
ADV_LLD 1 1 2 2
ADV_RCR 1 1 1 1 2 2 3
ADV_SPM 1 3 3 3
M |AGD_ADM 1 1 1 1 1 1 1
I AGD _USR 1 1 1 1 1 1 1
i |ALC_DVS 1 1 1 2 2
&7 ALC FLR
ALC LCD 1 2 2 3
ALC_TAT 1 2 3 3
HIER ATE_COV 1 2 2 2 3 3
ATE_DPT 1 1 2 2 3
ATE_FUN 1 1 1 1 2 2
ATE_IND 1 2 2 2 2 2 3
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AVA_SOF 1 1 1 1 1 1
AVA VLA 1 1 2 3 4 4

# * ACM ~ AUT 5.2 E K122 % | SO/IEC 15408 SRATEHE -

FPUrE 2 B EME RS A) ( Evaluation Assurance Level » fifjff EAL ) 2 EA4K

HA S s

1. EALL : DhREMIER - i R SR IERERRA RN 22 2 B w8 Sl N B EE RIS I &3
BRI 2 RS E A RN A PR S IR EERY - SR EA (KEE)
BV BRI R -

2. BEAL2 : flEHIES » FEACRE T U R THIE RS SR - EAL2 TREUHZEIIS1E -
{EAN R B L R A P S AR I — B SRk 8 T (I BE 255 < 3G k% - ik
NI 26 i I SRF A F A » BEAL2 S AR S BT AR5
FRIRF o TR TR SRR LARRER 22 2 © AR R L T
FIRHIE S E RN - SAEERAYED -

3. EAL3 : RftiiflEA gy - mlfli— (S AU - (e I B REE A Ry«
G AR PR R IR REE » 1T ZE S B R S BRI 8 B RS
e o BAL3 S A AT 2 — (A S5 I L ORGE R 20 e o (o FHBRR -

4. EAL4A @ Riithasat ~ WECRIAE: > nl e A i a0y 2 e TR TR R AR
FERIERGE - SEME A 4 TREFRN RAF RIS 8 I - (e B AR A H
ANTREREHEHGER - BETRHAME - AR S EIRIERA B —EEARHT
TERAE EERRET TR - EALA ZPTREEDIRTR = 54) - EALA B IS E Bl
it B P S S S AR N S T AR FE I 2o 2 e 2 (o PR B8 A A %
B e 2 PERRS M e B LR B -

5. EALS @ AIERIbEEE ARG » AJ i —(Ef 2 A 00 R0 & TR AR IR A
PRS- JEREL 2 TR NSRS S - SSb M EMN LR TR
B AR R o EALS S8 AR ARSI th 35 2 b I S L AREE H & 4
MR B FHERSR - LR TR 2 A& 8 73 -
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6. EALG * A R ARE IR TR - AT SOttt 4 2 TRESOE F R Bk
FRHUMFRERET - RS R RIS - DUERGE S B EREAEE - BPTE A
bz > EALG 5@ AR Il < (5 FHERES -

7. BALT7 : IERUbAREARGE TGS » Sl AR R o s st R s s B A
S SIS s MM © BEALT IYERS R RIRAH IR B
REASAZ T Y IE R AT Z 1R 4 A D REY EE i

MG TR R R E A2 g (Certification) I AME ) iR 74F

ETERE - ERRE ) B e FARSE B G2z REDL - 2R U 2

AL SRR R O ARG B > MEH SRrs. IR IR R B 2E[18] » fELL -

BAMERS H SRS » ELR T B RHRAMAR E RR TA0  f60 FH ik | L 8 o T e P sy

FCPRERIRE T B B BAR AL RN - EGEE2 > HlE PRI LIZ2E

S35 50RN19] - R T SERIMERITRE R A i LR AR Lo A - AR BT+ fEE R

TREH ek BN L 2R TSR LSS B S B IR T G

FEH S5 5805) L REAZ A 20] h B P e N I e AR U B R R O - HoAt

A PR A Sk (IR BB 12275 - BTtk - 3R DASSBIBR R & AR

i St & s PR e B Y R A 128 AT L e Bl SR 22 By (7 1 BB A

ELUR AR AR A o

24 MEE L (Security)
problem definition packages

A H- —p s i
((f;]: 'i% I A {#i&44& (Protection profile)
onformance —— Z 2 H &
Claims) %{‘}?{ [_H:gl!%ﬁfli (SCCU]‘i!y) AL H Y
objectives packages

(#3448 (Protection proﬁle)> = 3 B! K

LR TRENF (Security
requirements package)
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] A% 2 42 BOR fFRa%

(Threats) (Organizational Security Policies) (Assumptions)

TOE E)‘]%'f': : o Ly rfr 3 i
H EE(Security s ﬁﬁf%tﬂfz‘é% HER REIRES
ecurity objectives for the 2% E f

OHEHNE development environment)
the TOE)

(Security objectives
for the operational
x [ environment)

LRYIRET K AR K
(Security (Security assurance requirements)
functional

requirements)

HHH ¢ A AMEEE TOE(Target of Evaluation) ©

B WAREEEERREARE

A B At T BCRMBE &

B L e R AER E (CERAAAE LA Al Y
B UR BRI FSTHRIE [ > | HIBHDR - LGSR ~ NS
HDNERES 4l HERLIUN S ~ FIIE ~ HR{FELAEE

=l

v
SR T EIRLZ S B AL 2 A -
BLIER T PERY G E P2 AFE N E - BB - RS
B L AR RZ R ||  BEEE A R BRI A
A R B R P HE fife (R 7 xR IRBOR
B 37 ¢4 B ST
aith] = 1. 2 HiE E T © Designated Approving Authority ©
2. et & Bl 6 |IER < Certifier and Certification Team ©

3. GV RN & ¢ Program Manager or System Owner ©
4, F#fi A 1 ¢ System Security Officer ©

-+ BB RS R L 2 RRiERtE E T TR A
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R EAREZBAIRERE R R (Token) AR
RFRC(Token) EBHIELE (T hr eats)

E‘
w* O\
X

v
control

1. Y 1.1 T.E_Mainip st ¢ (P BRI S5 T = AT
(Physical Attack) 1.2 T.P_Modify el - BER) LS
1.3 T.P_Probe
1.4 T.Power_Clock
2. FEMETEE 2.1 T.Bad_Load A ¢ BB T AR RT
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