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ESTONIA

 Where might it be?
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ESTONIA

* 1,3 million people
e 45 000 sg km
e Capital: Tallinn (0,4 million people)
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ESTONIA

* Independent country: 1918-1940
* Soviet occupation: 1940-1991
* Independent again: 1991
e Member of European Union: 2004
* Member of NATO: 2004

* Euro as currency: 2011
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Components for Digital Society:

e-Estonia's digital society components are the building-blocks that power Estonia's integrated e-services.
The modular nature of e-Estonia's flexible compone ems means it's easy to add e-services in the
future, allowing government systems to grow.
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e-ESTONIA

Everything can be done online, except for marriage,
divorce and selling your house

Once-only principle

No legacy
Digital by default
User friendliness

Omni-channel services

Open standards

e-ESTONIA: (r)evolution

e-Tax Board

m-Parking

Population
Registry

X-road

e-School

Digital
Signature

ID Card @ i-Voting

I
2003 2005 2007

ID bus ticket 208 Mobile-ID

|
I @ Keyless Signaturg
e e-Land Registry Infrastructure

0 e-Police system

2016/12/12



2016/12/12

e-ESTONIA: (r)evolution

e-Health T )
e system ‘o4l Smart Grid X-Road Europe

2008 2010 2012 2013 2014

| Country-wide
EV quick

charging E
Network

e-Prescription

o) -

e-Residency
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e-ldentity

* |D-card is used for:
— Identification
— Travelling
— Digital signature
— State services
— Healthcare

— l-voting

— Business: banking

— Driving license

Public transportation card
Loyalty card

* Mobile ID = identification through Mobile SIM card

* E-residency = e-ldentity as international service

Short video on e-health and e-prescription

https://www.youtube.com/watch?v=2X0qsJh4Abg
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Estonian information system

Public sector Private sector

i

Document |
exchange
centre

Governmental Portal - Your Estonia

User interfaces MISP GeolS X-Road Center PKI

Estonian information system

Public sector Private sector

Energy

Governmental Portal - Your Estonia

User interfaces MISP GeolS X-Road Center PKI
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Electronic Records Management

* Public agencies have their own independent ERM
systems

* |tis forbidden to send paper documents to other
public agencies since 2008

* E-mail is unreliable for sending official documents

» Special server for connecting ERMSs: Document
Exchange Center (DEC)

Document Exchange Center (DEC)

DEC provides central records exchange service for
various document and records managements systems
and other information systems dealing with
documents/records.

2

8 Alfresco

2
2

SharePoint National Archives
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Document Exchange Center (DEC)

e Merits compared to E-mail:
— secure transfer
— no spam
— tested with large files (several GBs)
— agreed set(s) of metadata
— asynchronous process; feedback (received)
e Huge time and money savings compared to paper
records

General ERMS requirements

* Normal functionality (MoReq)

e (Classification scheme based on functions of the
organisation and activities

* National records management metadata set
* Registration of records

¢ Immediate disclosure of records without access
restrictions

e Export functionality in XML
* Disposal of digital records without archival value

2016/12/12
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Immediate disclosure of records
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Immediate disclosure of records
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Immediate disclosure of records
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Immediate disclosure of records
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Archives in Estonia

Archives as a function is in every public
institution

Public archives:
- National Archives (NAE)
- 2 city archives (Tallinn, Narva)

Private archives
Most centralised archives system in Europe

Archives Act

First law 1999, new law 2012

Regulates archiving of records of public institutions
For both paper and digital records
Institutions are responsible for keeping their records

Institutions must transfer records of archival value to
NAE after 10 years (earlier: 20 years)

NAE determines archival value of records through
appraisal (macro appraisal)

Institutions determine the retention period of
records of non-archival value

2016/12/12
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National Archives (Rahvusarhiiv)

Established 1999 by joining together 18 small
public archives

200 people

7 buildings in 4 cities

Headquarters in Tartu

Under Ministry of Education and Science

N i 11110111,

=
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National Archives collections

e 9 million archival units (since 1240)

e 1 million photos

* 100 000 maps

* 9 million meters of film

e Some thousands digitally born documents

e Some digital databases (state registries)

e 500+ TB of digital data (mostly digitised + films)
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Register of the maps in the National Archives of Estonia
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The register of maps contains the descriptions and digital images of the maps that are

stored mostly in the two largest archives of Estonia — the Estonian Historical Archives and

the State Archives.

The register of maps in the Historical Archives is our country”s largest and most valuable

collection of historical maps — the total number of documents has been estimated at

80000—100 000. The register of maps is very diverse. Border and land use plans form the
largest group among general geographical, topographic, hydrographic, soil amelioration, road

communications and other specific maps.

The oldest maps in the State Archives originate from not before the second half of the
19th century. There can be found topographic, hydrographic, administrative division, road
communications and other such maps and plans. There are also many land and forest use

and ownership related plans. These border maps form a major part of the cartographic

materials. In addition, military plans can be found: battle operations and sketch maps of

troop positions, land allotted to the army.

Read more [

+
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Advanced Search |
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Register of maps contains

* 142941 described maps;
* 44286 digitized maps.

Before your start using system

* Take the Tour;
* Explore the Features.

Useful and Interesting Web Site

* Map collection of Tallinn City Arc

« Estonian Land Board Geoportal

s Oolins Gegrefersncing Togl For c
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The Estonian way of
ingesting digital records:
cooperation between
the National Archives and agencies

22



Ideal world would look like this:

National | sets standard XML for siPs Agency
Archives
Digital Transfers standard SIPs r \,
ERMS

archives

Agency 1

But in practice...

Agency 2

| Agency
Agency !

Agency n

‘ ERMS 1 -
‘ ERMS 2 i
ERMS 3
>

2016/12/12
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But in practice...

A possible solution

National | sets standard XML for SiPs
Archives

Creates a common software
tool for agencies = I
Consults and helps

Digital Transfers standard SIPs

archives

2016/12/12
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In short, we...

* set a national XML SIP-structure and helped
agencies to export data from ERMS into it

* gave agencies’ archivists the responsibility for
the quality of digital transfers

* (reduced the central archives’ archivists need
to rearrange digital descriptions.)

* made an adjustable software that can be
connected to all ERMSs.

Universal Archiving Module (UAM)

An agency (producer) The National Archives
of Estonia

2016/12/12
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UAM Import

e Configurable import engine using XML
technologies (XSLT, XPath)

e Original XML is not changed, new XML is
created based on the existing one

e Automatic conversion of files into archival
formats (OpenOffice converter)

UAM Import

PSRN & Import report

Following items were added to the project’s hierarcy of descriptions:

1-1-1 - Protocols (nr 1-5)
1-1-1 -Regulation

1-1-2 - Regulation

Regulation02.png (the migration path: jpg->png)

1-1-3 - Regulation
Regulation03.pdf

1-1-4 - Regulation
Regulation04.pdf

LA 1-1-5 - Regulation
Regulation05.pdf

Regulation01.pdf (the migration path: doc->pdf) H M I_ H
IS

rchival

2016/12/12
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e Configurable import engine using XML

UAM Import

technologies (XSLT, XPath)

e Original XML is not changed, new XML is
created based on the existing one

e Automatic conversion of files into archival
formats (OpenOffice converter)

 |dentify imported computer files and create

technical metadata (JHOVE component)

UAM Import

-
& Universal archiving module =RAC X
File  Project Printouts  Activities Help
Archival creator | Project
Transfer project No 1
EIEIEE [:} IEH IIIII !ﬂl:l
=1 EHA3 - <Name of the Fond> » | Computer file
g 1-Institution management File name = Dedlaration0 1. pdf i
& @ 1.1-Administration e format o
: 1- Meeting minutes of rectorate e forma
= © 1.2-0rganization and directing Original Yes
B 1- Economical declarations Final Yes
In archival format Yes
Copy No
File size in bytes 673438
E! 3 - Declaration File Type Text
P Declaration(3.pof Hash value Sf6F2cbGeb 36552532 11785982535 246005adfa334c3 14ad0cTbbA296eac
=--I§@ 2 - Protocols 2008 (1-10)
&5 1-Meeting minute 1 Hash algorithm SHA256
{ ] mm01 pdf T HashDate 20.10.2014
Import
— — Software Name Adobe PDF Library
EEEE
Software Version 7.0
Modified 20.10.2014
Actions
Action performed by Performers role Description Action time -

2016/12/12
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UAM Core

¢ Classification schema

* |Input additional metadata
e Support ISAD(G) and ISAAR(CPF) standards

File Project Printouts  Activities

Archival creator

UAM Core

Help

Tree

- <Name of the Archival Creator>
& Transfer project No 1

IDENTITY | DESCRIPTION | FUNCTIONS | INTERMAL STRUCTURE | HISTORY | RELATIOMSHIPS | DESCRIPTION CONTROL
History
To provide a condise history of the corporate body, person or family. -

Archival creator

Rule:

Record in narrative form or as a chronology the main life events, activities, achievements andjor roles of the entity being
described, This may include information on gender, nationality, family and religious or political affiiations. Wherever passible,
supply dates as an integral component of the narrative description.

Examples:

El Consejo de Grdenes fue establecido a raiz de la incorparacién a la Corona de los maestrazgos de las drdenes militares
castellanas (Santiage, Calatrava y Alcantara) (1487-1435). Su fecha de creacion no estd determinada con exactitud, aunque
algunos autores Ia sitlian sobre 1498. El Consejo de Ordenes, que en 1707 habia asumido también |a administracidn de

Montesa, aunque no fue formalmente incluido en las reformas de la Administracién del Antiguo Régimen de 1834 (RR.DD. de 24 de
marzo de 1834, Decreto V), se transformd en 1836 en un nuevo organismo constitucional, el “Tribunal Espedial de las Ordenes™
Spain, Archivo Histdrico Nacional

Mote: For the authority Consejo de Ordenes

The York University Senior Common Room was established at Glendon Hall in 1963. This Senior Common Room became the Glendon
College Common Room in 1966 when the Founders College Senior Common Room opened on the Keele Street campus in that year.
This |atter establishment was renamed the York University Callege Faculty Common Room in 1968 and, as new colleges were
opened on the campus an umbrella body, the York University Senior Common Room Inc., was established to serve as a license
holder and victuals contractor for the several SCR's. Membership in the Senior Comman Room was restricted to academic and
senior administrative staff, although honorary or special members could be adopted by the membership. The Senior Common
Room Inc. was managed by a five-person Board of Directors who were all regular members of the SCR. The Senior Common

Room Inc. was disbanded in 1976,

2016/12/12
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UAM Core
B[S« ]W [ wled] =)ol

Series

UAMID * 1- (1

ERMS reference code  1-1

Title * Cooperation protocols

Date created 06.01.1294 Date closed 29.01,1994 d a rd S

The scope of ...

Scope and content a tS a re

Series will be appended
during future transfers

System of arrangement

Date modified 27.03.2010
Mumber of objects Dossiers: 1, Records: 5, Computer Files: 7

UAM Core
* Classification schema

Input additional metadata
Support ISAD(G) and ISAAR(CPF) standards

All actions on metadata and file formats are
logged

2016/12/12
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logged

Actions

UAM Core

Classification schema

Input additional metadata

Support ISAD(G) and ISAAR(CPF) standards
All actions on metadata and file formats are

IT Tarvo Karberg

Action performed by | Performers role | Description

File 'Report04.pdf is automatically converted from computer file ‘Report04.doc’ |30.03.2010

logged

UAM Core

Classification schema

Input additional metadata

Support ISAD(G) and ISAAR(CPF) standards
All actions on metadata and file formats are

Validation to find gaps and errors in data

2016/12/12
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UAM Core

Classification schema

Input additional metadata
Support ISAD(G) and ISAAR(CPF) standards
All actions on metadata and file formats are

[ Project | Printouts  Activites  Help

I Load data

»

\

Validate

-
it

Send
Search

Compare archival structure

»

gaps and errors in data

Create SIPs
Transfer to long-term digital archives

UAM Export

Transfer via secure internet or to a offline file

SIP structure can be modified using XSLT
engine
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General data: UAM

e development 2008-2010, in use since 2010, third version
of metadata schemas = soon to E-ARK standard

* In Estonian and English

e Several pre-ingest projects, including non-ERMS import
* Used also by inhouse archivists

* Used also for metadata without computer files

¢ See more: http://www.ra.ee/en/universal-archiving-module/

- A special tool at pre-ingest can help solving several
problems very effectively!

- The tool at pre-ingest should be in compliance with
existing infrastructure to gain more efficiency

Digital archives

e Based on OAIS standard (Open Archives Information
Systems)

% Preservation Planning
J
Dm;ctiptlve I Data Descriptive
!nfo Management Info
|
i
I
Archival
Storage | 1
|
[ I
Administration )7

MANAGEMENT

\
?

quarias

orders
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E ;
ImMmECw=00

Ke
e
:
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Digital archives

* Migration strategy
e Preservica software

Preservica
Enterprise Edition

* Archival formats defined by government act:
— text: PDF, TXT, XML
— images: TIFF, PNG
— sounds: WAV, BWF, AIFF
— movies: TIFF, DPX, JPEG2000

Digital archives

* Preserving the digital signature:

1) extract document file from digitally signed
container to Preservica

2) extract digital signature data to the digital
archives database

3) maintain trust to and audit trail in the digital
archiving software and database

4) (the original digitally signed file is also kept, just
in case)
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Future challenges

Number of ingests will grow very soon
Keeping archiving software up-to-date (€€€)
Managing access rights and restrictions
Archiving databases — snapshot strategy?

International cooperation — let’s invent the
bicycle together

Read more, if interested:

www.e-estonia.com

National Archives website: www.ra.ee

Implementation of the MoReq2 Model Requirements
for the Management of Electronic Records in Estonia
(Estonian “chapter zero” for MoReq2; 61 pages):

https://www.mkm.ee/sites/default/files/estonian_et_-

_chapter_0_english.pdf
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Thank you!

Lauri Leht
Head of Digital Archives,
National Archives of Estonia

Lauri.Leht@ra.ee

Ph +3727387535

Mobile +3725035789

Address: Nooruse 3, Tartu, Estonia

MR
REPUBLIC OF ESTONIA
W NATIONAL ARCHIVES
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